HOC VIEN CONG NGHE BUU CHINH VIEN THONG
KHOA CONG NGHE THONG TIN 1
o0o

BAO CAO THUC TAP TOT
NGHIEP

Pé tai: Nhirng van dé trong hé thong phan tan

Vii Cong Tudn Duong MSSV: B22DCKH024

HA NOI, 08/2026



MUC LUC

CHUONG 1. GIOI THIEU......ocveverererererernrenennsesesesesesesesesesesesens
1.1 B&i canh va bai tOAN.........c.coeiiiieieeieieeee e
1.2 MUC ti€U CUA DAO CAO ...ovvnniiiiineeiiiee e
1.3 Pham vi va phuong phap nghién ctiu .........cccoovviiiiiiiiiinniiiiiiiiinnn,
LI.3.1 Pham Vi..o.oooniiiii e
1.3.2 Phuong phap nghién Clu...........coeviviiieiiiiineiiiiieeeiiee e

1.4 CAU tIUC DAO CAO - n e

CHUONG 2. NHUNG VAN PE TRONG HE THONG PHAN TAN

2.1 Nén tang ly thuyét: dinh Iy CAP va mo hinh PACELC.....................
2.1.1 Khai niém hé théng phan tan..............cccooevveeviiiiiieeieeenn,
2.1.2DINh Iy CAP ..o
2.1.3MO hinh PACELC .......ccooiiiiiiiiiiiieeeeeeecce e
2.1.4 C4c Khai niém nén tANG ........covvvveeeieeeeieeeeeeeeeeeeee e,

2.2 Van dé moi trudng: mang, dong ho va sy ding tién trinh .................
2.2.1 Mang KhONg tin CAY .......eeevuuieiiiieeiiiie et
2.2.2 DOng hd KhONG tin CAY......ooveiveieieieeeieeeeeeeeee e,
2.2.3 Su ding tién trinh (Process PauSes)..........cceevvrevueeeeeeeernnnn.
2.2.4 Kién thiic, su that va quy tic da $O.......ccoevvvvevriieeienenn,
2.2.5 Khéa phan tan (distributed lock) va lease ............ccceeevvvennnnen
2.2.6 LOI BYZANtINE ......ccuvviiiiieeeeiie e
2.2.7 M6 hinh hé théng (system model)............c..cccvevveeeeeeneenn.n.
2.2.8 Phuong phap hinh thiic va ki€ém thit ngiu nhién ...................

2.3 Van dé nhat quan dit liéu va replication 1ag ..............c.cceeevreeeneane..

2.3.1 Khai niém replication va eventual consistency .....................



2.3.2 Ba di thudng di€n hinh do replication lag gy ra............c.....c......... 14

2.3.3 C4c md hinh nhét quan: biic tranh t6ng quUan ............c..ccceeeveennnn.. 16
2.4 VAN d& giao dich VA CO AP ..cvveiveeceiieeie e 17
2.4.1 Khai niém giao dich (transaction) va ACID ..........ccccoeeeviiiiiiiinen. 17
2.4.2 Cac muic c6 1ap yéu va cdc di thudng..........cocvevvveeeeieeeeeeeeee 17
2.4.3 Serializability va ba cach trién khai...........c....oooveeveiiieiiieeeenee, 19
2.4.4 Giao dich phan tan: bai todn atomic COMMIt ........cceuuevrrinneeeennnnnnns 19
2.4.5 Consensus va tong thif T ...........ceeeveevierieiieeie e 21
2.5 Van dé thiét ké: sao chép, phan manh va dong bo dit liéu..........coccvveeneeen. 21
2.5.1 Ba ho thut todn Sa0 Chép ..........covviviiiiiiiiiiiiiiieeeie e 21
2.5.2 Van dé dong bo so vdi bat dong bo trong sao chép.............c........... 23
2.5.3 Failover va Split Brain ..........cccouuuuiiiiiiiiiiiiniiiiiiiiie e, 24
2.5.4 Xung dot ghi trong multi-leader replication .............ccccoeveveneennnnnn. 24
2.5.5 Van dé vé topology trong multi-leader replication ......................... 25
2.5.6 Phan manh dif liéu (sharding) va cic van dé lién quan ................... 25
2.5.7 Dual writes va bai toan dong bo nhiéu hé Iuu trif...............cooeene..... 28
2.6 VAN A& VAN DANN ..ot 29
2.6.1 Tail latency va khuéch dai do tré dudi .........cceovvvvvvieeiiiicnee, 29
2.6.2 Cascading failure va retry StOTm .........eveiveieeiiiineeiiiieeeiiieeeeiiees 29
2.6.3 Yéu t6 con ngudi trong vAn hanh .............c.ccooeviiiiiiiiieccee. 30
2.6.4 ObSErvabIlity ....ccuuniiiiieiieeiie e 30
2.6.5 Kiém chiing do tin cay: fault injection............ccceeeeeveeeeeveeeeneennne. 31
2.7 TONG KEE ChUONZ 2 ..o 31
CHUONG 3. CAC GIAI PHAP TRONG HE THONG PHAN TAN.......... 33
3.1 M6 hinh nhit quén: lua chon gifta cAc MUC dd......ccvvvvvveveiiiieiieieeeeenn 33
3.1.1 Déi cdc moO hinh nhAt QUAN.............ccveevieeiiieieeieieeeeeeee e, 33

i



3.1.2 Cosmos DB: nim mifc nhit quan trén cling mot nén tang............... 35
3.1.3 Amazon S3 va bai hoc vé bdo ddm nhét quan................c...ccoeene.ne. 36

3.1.4 DynamoDB: chi phi ctia nhét quan dudc biéu thi truc tiép bing gia 36

3.1.5 Nguyén tac Iga chon mic nhat qUAN............c.cccoeveeiieeeiieieenne, 37
3.1.6 Trién khai session guarantee bing token thay cho sticky routing..... 37
3.2 Giao dich: cdc mtic ¢d 14p va ba céch trién khai serializable ..................... 38
3.2.1 Muc c0 1ap read committed...........eeevuneeiiiiieiiiiineeiiineeeie e 38
3.2.2 Snapshot isolation va MVCC ...........cooviiiiiiiiiiiiiiiiiiiiiiiee e 38
3.2.3 Ba céch trién khai mufc serializable..............c..cooveeviuieeiieenienneee, 39
3.2.4 Tong két viéc Iva chon muc cO AP .....covvevveeeeeeciieieeee e 40
3.3 Giao dich phan tan va NewSQL ........ccoooiiiiiiiiiiiii e, 40
3.3.1 Pham vi ap dung giao dich phan tan..............cccceeeviiiniiiiiininiiinens 40
3.3.2 Spanner va TrueTime: nhit quan manh trén quy md toan cau......... 41

3.3.3 FoundationDB: kién triic tich rdi va kiém chiing bang md phéng

XAC AINN oot 42
3.4 Replication: ba ho thudt toan va cach xu ly xung dot............oooeveiiiiiinnnnnns 42
3.4.1 Single-leader: cac bién thé dong bd va failover an toan................... 42
3.4.2 Multi-leader: phan tan dia 1y va gidi quyét xung dot ...................... 43
3.4.3 Leaderless: quOrum 1readS/WIIteS.......ceuueiuueiinneiineeiieeiieeiieeninnnns 44
3.5 Consensus va cac dich vu diéu phoi..........c..oovveeiiiiiiiiiiiiiieeeeeeeeeeen 45
3.5.1 Consensus tuong duong voi total order broadcast...............cceeeee... 45
3.5.2 Céc dich vu diéu phdi: ZooKeeper, etcd va Consul........................ 46
3.5.3 Lease va fencing toKeN ..........ccouuveiiiiiiiiiiiieeiiii e 47
3.6 Phan manh va dinh tUYEN........ccoooiiiiiiii i 47
3.6.1 Lua chon khéa phan manh va tranh hot spot ................cceeeeeeennnnnnn. 47
3.6.2 Rebalancing: su nguy hi€ém ctia tu dong hoa ............cccoeevveeurennnnnn. 48

il



3.6.3 Pinh tuyén request va dich vu diéu phdi..........ccccoovvvviieiieree 48
3.6.4 Secondary index trén cd s di li€u phan manh......................oo... 49

3.7 Kiém chiing do tin cdy: fault injection, Jepsen va deterministic simulation. 49

3.7.1 Su can thiét ctia ki€ém chiing chli dong...............ccocovevevieienennne, 49
3.7.2 Fault injection VA JEPSEN ........cceuuuiiiiiieiiiiiieeeiie e ee e 50
3.7.3 Deterministic simulation testing (DST) ........ccooiiiiiiiiiiiiiiiiies 50
3.7.4 Chaos engineering trong van hanh...............cccooooii i, 50
3.8 CDC, outbox pattern va €Vent SOUICINE ......evvveuneririnererineeeriieeeinnneeeennnnns 51
3.8.1 Bai todn giii nhiéu hé luu trit dOng b0 .....cveevvveiiiiieieeeieeeee, 51
3.8.2 Change data capture (CDC) .....c..viiiiiiiiiiiiieeiiieeeci e 51
3.8.3 Transactional outbOX PAteIN ........ccuuviiiniiiiiiiiieiiieeiiieeiieeeieeeiaens 52
3.8.4 Event sourcing v tinh bAt bidn.............ccoooooiiiiiiiiiiieee, 52
3.8.5 Unbundling databases: triét Iy tong thé.............c..ccvevvvevieereennnnn, 53
3.9 Van hanh va IAm SAt ........cooouuiiiiiiiiiiii e 54
3.9.1 GIAM tail LAteNCY ...t 54
3.9.2 Phong chéng cascading failure va retry Storm...............cceeveennnne. 54
3.9.3 Observability va blameless postmortem ..............ceeeeeeeeeieeeeeennnnnn. 55
3.10 TONE KEE CRUONE 3. 55
CHUONG 4. KET LUAN VA BATHOC «..ouuveneemneeneeeseesesnssesssssssssenes 57
4.1 Téng két cac van dé trong hé théng phan tan ...........c.ccvvevveiiieieeeieee, 57
4.2 TONG K&t CAC GIAT PRAP......veeieee e 57
4.3 Bai hoc thi€t K& ChO K SU.......ccviiviiiiieieiieeieeee e, 58
4.4 Han ché ctia bao c40 va huéng phat trién ...........ccoovvvevviiieiiiiieeeeee, 59

TAI LIEU THAM KHAO.......ocvverirererereresesessssesessesessssesessssesessssesesseseses 60



DANH MUC HINH VE

Hinh 2.1 Ba thudc tinh ctia dinh Iy CAP va mbi quan hé danh déi . . . . 4
Hinh 2.2 CAu triic hai vé clamoé hinh PACELC . . . . . ... ... ... 6
Hinh 2.3 Di thudng read-your-writes: phép doc dinh tuyén téi follower

chua nhan dudc phép ghi ciangusidung . . . ... ... ... ... 14
Hinh 2.4 Di thudng monotonic reads: 1an doc sau tif follower lag hon

khién comment "bién mat" . . . ... ... ... ... ... ..... 15
Hinh 2.5 Di thuong consistent prefix reads: cau tra 16i dudc quan sat

truGccauhoi . . . . . ... 16
Hinh 2.6  Quy trinh two-phase commit gitia coordinator va cac participant 20

Hinh 2.7 Single-leader replication: moi phép ghi di qua leader ri dudc

saochép tGicac follower . ... ... ... ... ... ....... 22
Hinh 2.8 Multi-leader replication: nhiéu leader & cac trung tAm dif liéu

dongbdchéophépghi . ... . ... ... ... ... ... .. 22
Hinh 2.9 Leaderless replication: client ghi va doc truc tiép t6i nhiéu

nittheocochéquorum . . . . .. ... ... ... ... ....... 23
Hinh 2.10 Phan manh theo dai khoa va theobamkhéa. . . . . . ... .. 27

Hinh 2.11 Khuéch dai do tré dudi khi request phai cho 18i goi chim nhit 29

Hinh 3.1 Dai cic m6 hinh nhit quan tif linearizability t&i eventual con-

SISLENCY . . v o o e e e e e e e e e 35
Hinh 3.2 TrueTime tra vé khoang [earliest, latest] chifa thoi diém thuc . 41
Hinh 3.3 DPoc quorum gip it nhat mot nit c6 dif liéu mdi nhét khi

Hinh 3.4  Outbox pattern phbi hgp véi CDC dé phat su kién ra stream . . 52
Hinh 3.5 Event sourcing: trang thdi hién tai 1a két qua phat lai log su
kienbatbién . . . . . ... 53



Bang 2.1

DANH MUC BANG BIEU

Céc muc co 1ap va cdc di thuong

vi



CHUONG 1. GIOI THIEU

1.1 Bbi canh va bai toan

Trong qu trinh phat trién phan mém hién dai, dit liéu (data) trd thanh tai nguyén
trung tdm cta hau hét cic dng dung. V6i web, mobile app, phan mém dang dich
vu (software as a service — SaaS) va cac dich vu dam may (cloud services), du liéu
tif nhiéu ngudi dung khac nhau dudc luu trit trong mot ha tang dit liéu ding chung
trén mdy chd. Dif liéu tir hoat dong ctia ngudi dung, giao dich kinh doanh, thiét bi

va cdm bién can dugc luu tri va sin sang cho viéc phan tich [1].

Khai ni€m data-intensive application (ing dung c6 cudng do du li€u cao) chi
cac ung dung ma viéc quan ly di liéu la mot trong nhiing thach thic chinh cta
qua trinh phat trién. Khac véi compute-intensive system (hé thébng c6 cudng dd tinh
todn cao) — ndi van dé chii yéu 1a song song héa mot phép tinh 16n — cic ting dung
data-intensive thuong phai lo nhiéu hon vé viéc Iuu trif va xit ly khoi lugng dit liéu
16n, quén ly c4c thay déi dit liéu, ddm bio nhit quan (consistency) trudc su cd va
truy cap dong thdi (concurrency), cling nhu gift cho dich vu c6 tinh sin sang cao
(high availability) [1].

Dit liéu v6i khéi lugng nhd, luu dugc trén mot mdy duy nhéat, thudng dé xi ly.
Tuy nhién khi khdi luong dif liéu hoidc téc do truy van ting 1én, dii liéu can ducc
phan phdi (distribute) trén nhiéu may, kéo theo mot loat thach thiic méi. Viéc xay
dung va van hanh céc hé théng nhu vay d6i mit v6i nhiéu van dé nan gii. Bdo cdo
nay tap trung vao viéc khio sat, phan loai va phan tich cic vin dé co ban trong hé
thong phan tan, dong thdi gidi thidu cac gidi phap da dudc nghién ciu va dp dung
trong thuc té.

1.2 Muc tiéu cua bao cao

Muc tiéu ctia bdo cdo nay bao gdm:

1. Trinh bay khéi quat vé hé thdng phan tan (distributed system): dinh nghia, ly
do st dung, kién tric tham chiéu.

2. Phan loai va phan tich chi tiét cac vAn dé dién hinh ma hé thong phan tdn gip
phai, bao gdm van dé vé mang, dong hd, nhit quan dif liéu, giao dich, sao chép
di liéu, phan manh dit liéu va van hanh.

3. Gi6i thiéu cic gidi phap tuong ting da dugc cong bd trong cdc cong trinh
nghién citu va 4p dung trong cac hé thong cong nghiép thuc té nhu Google
Spanner, Amazon DynamoDB, Apache Cassandra, MongoDB, CockroachDB,

V.V.
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4. Puc két bai hoc thiét ké cho céac k¥ su khi xay dung hé thong phan tan.

1.3 Pham vi va phuong phap nghién ciu
1.3.1 Pham vi
B4o cédo gi6i han & cac khia canh phi chiic ndng (nonfunctional) ctia hé thong
di li€u: do tin cay (reliability), kha nang md rong (scalability), tinh bao tri (main-
tainability), va dic biét 1a cdc van dé phat sinh khi dif liéu dudc dit trén nhiéu mdy
két nbi qua mang. C4c khia canh vé mé hinh dif liéu, ngdn ngit truy van, bao mat,

luat phap nam ngoai pham vi chinh, chi dudc nhic dén khi can thiét.
1.3.2 Phuong phap nghién ciou
Phuong phap dudc st dung 1a nghién cttu tai liéu (literature review) két hop
nghién citu tinh hubng (case study):

« Ngudn tai liéu chinh: cudn sich Designing Data-Intensive Applications (DDIA),
4n ban thu hai (2026) ctia Martin Kleppmann va Chris Riccomini [1].

* Nguon bd sung: cac bai viét ky thuat cia cong dong Vietnam Java User Group
vé dinh ly CAP, m6 hinh PACELC va cac mo hinh nhat quan [2], [3].

« Céc cong trinh nghién ctu gbc: dinh Iy CAP (Gilbert & Lynch, 2002) [4], CAP
Twelve Years Later (Brewer, 2012) [5], PACELC (Abadi, 2012) [6], Eventu-
ally Consistent (Vogels, 2008) [7].

« Céc nghién cifu tinh hudng tir su cb thuc té ctia cac hé théng 16n nhu GitHub
(su cb ngay 21/10/2018) va cac hé thdng dif liéu ddm may nhu Amazon Dy-
namoDB, Amazon S3, Microsoft Azure Cosmos DB.

1.4 Chu tric bdo cdo

Béo cdo gdom 4 chuong:

* Chuong 1 — Gidi thiéu: bbi canh, muc tiéu, pham vi, phuong phép.

« Chuong 2 — Nhiing van dé trong hé thdng phan tin: trinh bay hé théng cac
van dé, phan theo ciac nhém: nén tang ly thuyét (CAP, PACELC), vin dé moi
truong (mang, dong ho, diing tién trinh), vin dé nhit quan dif liéu, vin dé giao
dich, vin dé thiét k& (sao chép, phan manh, dong bo), va van dé van hanh.

e Chuong 3 — Céc gii phap trong hé théng phan tan: gidi thiéu cac gidi phap
tuong dng véi titng nhém van dé, minh hoa bang cac hé théng cong nghiép.

« Chuong 4 — Két luan va bai hoc: tdng két cac van dé, giai phap, va bai hoc
thiét ké.
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2.1 Nén tang ly thuyét: dinh Iy CAP va mé hinh PACELC
2.1.1 Khai niém hé thong phan tin
Theo trinh bay ctia Kleppmann va Riccomini [1], mot hé thong phan tan (dis-
tributed system) dudc hi€u 1a mot hé théng bao gdm nhiéu mdy giao tiép v6i nhau
thong qua mang; mdi tién trinh tham gia dudc goi 1a mot niit (node). Viéc 4p dung

kién tric phan tan xuit phat tif nhiéu dong luc khac nhau [1]:

« Phan tdn tuy nhién (inherent distribution): d6i véi cac ting dung c6 hai hoic
nhiéu ngudi dung tuong tac véi nhau thong qua thiét bi riéng cia mdi ngudi,
su trao ddi thong tin gitfa cac thiét bi budc phai thuc hién qua mang, do d6 hé

thong trd nén phan tan mot cach tt yéu.

« Mbi quan hé giita c4c dich vu trong kién triic ddm may va microservices: khi
d liéu dudc luu tri tai mot dich vu nhung duge xu ly tai mot dich vu khac,
dit liéu phai dudc truyén qua mang gitta hai dich vu do.

o Kha ning chiu 18i va tinh sén sang cao (fault tolerance / high availability): viéc
st dung nhiéu mdy tao ra su du phong, cho phép hé théng tiép tuc hoat dong

khi mot mdy, nhiéu mdy, toan bd mang hodc mot trung tim dit liéu gip su cd.

« Kha niing mé rong (scalability): khi khéi luong dit liéu hodic yéu cau tinh todn
vuot qua kha ning ctia mot may duy nhét, tai c6 thé dugce phan tan trén nhiéu
may.

* Giam do tré (latency): viéc dit mdy chu tai nhiéu khu vuc dia ly gitp ngudi
dung dudc phuc vu tif mdy chd gan nhét, tranh thdi gian truyén goi tin qua

khoang cach xa.

» Tinh co gian (elasticity): trién khai trén nén ting ddm may cho phép diéu chinh
tai nguyén theo nhu cau, tranh viéc phai dau tu cAu hinh t6i da ngay ca khi hé

théng gin nhu nhan r6i.

* Phan ciing chuyén dung, tuan thii quy dinh phap luat vé lvu tri dif liéu (data

residency), va tinh bén viing (sustainability).

Tuy nhién, kién triic phan tdn ciing kéo theo nhitng hé qua bt 1gi. Moi yéu cau
(request) va 15i goi API di qua mang déu phai d6i mit v6i kha niing thit bai: mang
c6 thé bi gian doan, dich vu c6 thé bi qu4 tai hodc ngiing hoat dong, do d6 bat ky
request nao ciing c6 thé bi qua han (timeout) ma khong nhan dudc phan hoi. Trong

truong hop do, khong thé xac dinh dude dich vu da nhan request hay chua, va viéc



CHUONG 2. NHUNG VAN PE TRONG HE THONG PHAN TAN

thuc hién lai (retry) request c6 thé khong an toan. Bén canh dé, viéc goi mot dich
vu khdc qua mang chim hon dang k& so v6i goi mot ham trong cting mot tién trinh;
viéc st dung nhiéu nit khong phai lic nao ciing dem lai téc d6 cao hon so véi mot
mdy duy nhét. Viéc chan doan va gd 16i (debug) mot hé thong phan tan ciing phic
tap hon nhiéu so vé6i hé théng don niit [1].

2.1.2 Dinh Iy CAP

binh ly CAP dugc Eric Brewer néu ra vao nam 2000 va dugc Seth Gilbert cung
Nancy Lynch chiing minh chit ché vé mit toan hoc vao nim 2002 [4]. Dinh ly phat
bi€u ring mot kho dit liéu phan tan (distributed data store) khong thé dong thdi bao

dam tron ven ca ba thudc tinh sau [2]:

« C —Consistency (nhét quan): thudc tinh nay dudc hiéu cu thé 12 linearizability:
moi phép doc tai bat ky niit nao déu quan sat dudc phép ghi méi nhit da thanh
cong; toan bd hé thdng hanh xi nhu thé chi ton tai duy nhit mot ban sao di
liéu.

* A — Availability (tinh sdn sang): moi request dudc gti t6i mdt nit con hoat
dong déu nhan dudc phan hoi, khong xdy ra 18i va khong bi treo. Pay 12 mot
dinh nghia to4n hoc nghiém ngit, khic biét vé ban chit so v6i khdi niém "avail-
ability 99,99%" thuong dugc ghi trong cac théa thudn muc dich vu (SLA).

* P — Partition tolerance (kha niing chiu dung phan chia): hé théng van van hanh
dugc khi dudng truyén gitta cdc nit bi gidn doan, tic 13 khi cac thong diép

gitta ching bi mat hoic bi tri hodn vo han.

Hinh 2.1 tém tat ba thudc tinh va méi quan hé danh ddi ciia dinh ly CAP.

Consistency

CA Category
Network problem might
stop the system
Ex: RDBMS (Oracle, 501 Server, MySQL)

CP Category
There is a risk of some data
becoming unavailable.
Ex: MongoDB, Hbase, Memcache
BigTable ; Redis

Pick two

Partition
Tolerance

A | Availability

AP Category

Clients may read inconsistent data
Ex: Cassandra, RIAK, CouchDB

Hinh 2.1: Ba thudc tinh cta dinh Iy CAP va médi quan hé danh déi

Cach tém tat phd bién "chon hai trong ba" (pick two) 1a cach hi€u sai phd bién
nhat ddi véi dinh Iy CAP. Nguyén nhan 13 trong mot hé thong phan tan thuc té, P
khong phai mdt thude tinh duge lua chon: su phan chia mang (network partition)

12 sy kién tit yéu x4y ra do nhiéu nguyén nhan ngoai tam kiém soat, chang han cap

4
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bién bi dit, thiét bi chuyén mach khdi dong lai, hodic mot dot thu gom rac toan bd
(Full GC) kéo dai khién mdt niit bi quan sat nhu da ngling hoat dong. Viéc tuyén bd
"hé théng cua toi chon CA" thuc chét tuong duong véi viéc gia dinh mang khong
bao gi¢ bi phan chia, mdt gia dinh thuéng bi mdi trudng production bac bd. Cach
dién dat chinh xdc hon nhu sau: trong diéu kién binh thudng, hé thdng c6 thé dong
thoi dat dudc C va A; nhung tai thai di€ém partition x4y ra, hé théng budc phai lua
chon mdt trong hai thudc tinh C hoac A [2].

Chinh Brewer, 12 nam sau do, da cong bb bai viét CAP Twelve Years Later
(2012) nhim dinh chinh su hiéu 1dm nay, dong thdi chi ra riang trong tim thuc su
ctia bai todn khong niam & viéc lua chon thudc tinh, ma nam & ba van dé: phat hién
partition nhu thé nao, xi ly hé théng ra sao trong thdi gian partition dién ra, va

khoi phuc hé thdng bing cach nao sau khi partition két thiic [5].
Nghién cttu tinh hudng 1 — Sy ¢ GitHub ngay 21 thang 10 nim 2018 [2].

Téi ngay 21 thang 10 nim 2018, doi ngii k¥ thuat ctia GitHub thuc hién thay thé
mot thiét bi quang 100G tai khu vuc bd Pong nuéc My. Trong qud trinh thay thé,
duong két ndi gitta trung tAm dit liéu bo Pong va phan con lai clia mang bi gian
doan trong diing 43 gidy. Khoang thdi gian ngan ngti nay di dé kich hoat chudi
su kién sau: mang bi gidn doan — cdng cu failover tu dong (orchestrator) két luan
nham rang cum bd Pong di ngiing hoat ddng — hé théng thing cip (promote) cum
MySQL & bd Tay Ién lam primary — khi mang dugc khoi phuc, mdi b dang luu
trif mot tap cac phép ghi ma bén kia chua hé biét, din dén hai nguodn sy that (two
sources of truth). GitHub budc phai Iya chon gitta hai phuong an: tiép tuc vin hanh
v6i dit lidu c6 thé sai 1éch (uu tién A), hodc diing hé théng dé dbi chiéu va khoi
phuc nhit quan (uu tién C). GitHub lua chon phuong 4n thi hai, va hau qua 1a 24
gi¢ 11 phit suy gidm dich vu (service degradation): ngudi dung khong thé ding
nhap, dit liéu cii dudc trd vé cho ngudi dung, va website gin nhu chi hoat dong &

ché do doc (read-only). Tir su cb trén c6 thé riit ra hai bai hoc quan trong:

« Mot timeout khong thé phan biét ba trang thai khac nhau: nit & xa da chét han,
nit & xa van hoat dong nhung dang chiam, hoic dudng truyén giita hai bén bi
dit. Viéc dat ngudng timeout ngan dé€ phat hién su cd sém dé dan dén failover
nham, ding nhu tinh huéng GitHub: mang chi gidn doan 43 gidy nhung hé
théng két luan nham la nidt chét han va thuc hién thing cip primary xuyén
gitra hai bo.

« Giai doan khdi phuc (reconciliation) sau su ¢ méi 12 giai doan ton thdi gian
nhit: ti 1& gitta 43 gidy partition va 24 git 11 phiit khoi phuc cho thiy rd diéu
nay. Ca CAP 14n PACELC chi md t4 hanh vi ctia hé théng trong lic dang cd



CHUONG 2. NHUNG VAN PE TRONG HE THONG PHAN TAN

su cb, khong dé cap t6i qua trinh khoi phuc nhit quan sau su cb.
2.1.3 Mo hinh PACELC
Dinh 1y CAP chi md ta hanh vi ctia hé thong tai thoi diém mang bi phan chia,
trong khi partition trén thuc t& 1a su kién hiém gip. Nim 2010, Daniel Abadi dé
xuit md hinh PACELC nhiam tra 18i cau héi: trong khoang thsi gian mang hoat
dong binh thudng, hé thong dang danh ddi diéu gi? [6]

M6 hinh PACELC dudc doc nhu sau:

* P: néu c6 Partition, hé thong phai d4anh ddi gitta A (Availability) va C (Con-
sistency), dung nhu ndi dung dinh ly CAP;

* ELC: Else (tiic khi mang van binh thuong), hé thong tiép tuc phai danh déi
gitia L (Latency) va C (Consistency).

Céu tric hai vé P-ELC ctia m6 hinh dudc minh hoa trong Hinh 2.2.

If P (Partition), then choose between A
(Availability) and C (Consistency)

Partition
Tolerance

Partition
Tolerance

Else (E), choose between L (Latency)
and C (Consistency

Hinh 2.2: CAu tric hai vé ctia m6 hinh PACELC

V& thif hai ctia md hinh (ELC) chinh 12 phan tra 15i cho vAn dé da dit ra: mubn
dat nhit quan thi phéi phdi hgp, mubn phdi hop thi phéi trao ddi thong tin, va viéc
trao ddi thong tin doi héi thoi gian khi hdi (round-trip). Cu thé, d€ bao ddm cac
ban sao (replica) déu da nhan dudc mdt phép ghi, hé thdng phai chd it nhat mot
vong khi hdi t6i replica trude khi x4c nhan hoan tit cho ngudi dung [2].

Chi phi dd tré ctia vong khi hoi 12 mot dai lugng do dudc: véi cac replica nam
trong cung mdt vung (region) nhung khic khu vuc san sang (availability zone),
vong khti hoi chi vao khoang dudi mot dén vai mili-gidy; nhung khi cac replica dit
tai hai region khac nhau, vong khit hdi Singapore—Tokyo vao khodng 70 ms, con

tir Viét Nam t6i us-east-1 thudng vuot qua 200 ms. Ting iy mili-gidy dugc cong
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truc tiép vao mdi phép ghi [2]. Do tré nay c6 anh hudng kinh té truc tiép: mot
tht nghiém ndi bo tai Amazon nim 2006 cho thiy ci ting thém 100 ms do tré thi
doanh s6 giam khoang 1% [2].

Khi soi chiéu qua mé hinh PACELC, cic hé théng co s6 dii liéu quen thudc dudc
phan loai kha ro rang [2]:

* Apache Cassandra va Riak: thudc nhom PA/EL: khi c6 partition thi uu ti€n
availability, khi binh thuong thi uu tién latency.

* Google Cloud Spanner: thuéc nhém PC/EC: uu tién consistency trong ca hai
tinh hudng; hé thong st dung giao thic Paxos va TrueTime d€ duy tri strong
consistency, chip nhan tra gia bang latency va doi khi tir chdi phuc vu trong

cac tinh huong hiem.

« Amazon DynamoDB: khé gan nhin cb dinh: bén dudi 1a leader-based repli-
cation chay Multi-Paxos; moi phép ghi phai di qua leader va chi dudc xac
nhén sau khi mot quorum da ghi write-ahead log; strongly consistent read chi
do leader phuc vu, follower chi tra vé eventually consistent read. Do d6, miic
nhat quan ctia DynamoDB dudc quyét dinh & tiing request, khong phai do hé

quan tri lua chon sn.

Trade-off theo PACELC khong niam & cip do hé quan tri cd sé dif liéu, ma & cép
do ting thao tac nghiép vu. Phép doc s6 du tai khoan trudc khi thuc hién 1énh rit
tién va phép doc s lugt thich ctia mot bai ding khong c6 ly do gi phéi dung chung
mdt mic nhit quan [2].

2.1.4 Céac khai niém nén tang

Phan biét fault va failure. Trong bdi canh danh gia do tin ciy, can phan biét hai
khai niém [1]:

* Fault (su ¢ cuc bod /16i bd phan): mot bo phan cu thé ciia hé théng ngiing hoat

dong dung chic ning, vi du mot 6 dia ciing hong, modt may chu sip, hodc mot

dich vu ngoai ma hé thong phu thudc gip su cd.

* Failure (su c6 & mic hé thdng / hdng héc téng thé): toan bo hé thdng ngiing
cung cap dich vu can thiét cho ngudi dung, tic 12 hé thong khong dat muc tiéu
muc dich vu (SLO) da dat ra.

Hai khdi niém nay thudng bi nham 14n vi ching mo ta cing mot hién tuong
nhung & cac cip do khac nhau. Mot hé thdng c6 kha ning chiu 16i tot (fault-tolerant)
vé mit ly thuyét c6 thé hip thu cic fault cuc bo ma khong chuyén hoéa thanh failure

& cap hé théng.
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Do tré va percentile. Thdi gian phan hoi ctia mot dich vu khong phai 12 mot con
s6 duy nhat ma l1a mot phan phdi (distribution) cdc gia tri, do su bién thién ctia
do tré mang (goi la jitter). Ngudi ta thudng sit dung percentile thay vi gid tri trung
binh d€ m6 ta phan phbi nay [1]:

* Median (p50): thoi gian phan hdi nam & vi tri gitta ctia danh sach cac thdi gian
phan hdi dudc sap xép; mot nira sb request tra vé nhanh hon gia tri ny, mot

ntra chdm hon.

» Cac percentile cao: p95, p99, p99.9 md ta cic request chim nhét (outliers).
Gi4 tri trung binh (mean) hitu ich d€ udc lugng thong lugng, nhung khong
phan 4dnh dugc trai nghiém clia da s6 ngudi dung.

Céc percentile cao con dudc goi 1a tail latency (dd tré dudi), c6 anh hudng truc
tiép t6i trai nghiém ngudi ding. Amazon md ta yéu cau thdi gian phan hodi cho
cac dich vu ndi bo theo p99.9, du thudc tinh nay chi anh hudng téi 1 trong 1.000
request, vi nhitng khach hang nhin dudc request chAm nhét thudng 14 nhiing khach
hang c6 nhiéu dit liéu nhét, tic nhitng khach hang c6 gia tri nhat [1].

Van dé khuéch dai do tré dudi (tail latency amplification): khi mot request ctia
ngudi ding cudi phdi goi nhiéu dich vu nén (backend) song song, request van phai
cho 13i goi chAm nhit hoan tit. Chi cin mot 18i goi chdm 1a toan bod request cia
ngudi dung trd nén cham. Du ti 1& 15i goi nén bi chim 13 nhd, xdc suét c6 it nhat
mot 18i goi cham trong mot request sé ting 1én khi s6 luong 16i goi ting, khién ti
1é request chim ctia ngudi dung ting vudt mifc ti 18 18i goi cham don 1é [1]. Van dé
nay dudc phan tich sdu hon 6 Muc 2.6
2.2 Van dé méi truong: mang, dong ho va su dirng tién trinh

Céac van dé thudc nhém nay dudc trinh bay chi tiét trong Chuong 9 ctia DDIA
[1]. Pay 1a cdc van d& mang tinh nén tang ha tang, 4p dit 1én moi hé thdng phan

tan bat ké kién triic hay cong nghé dudc lua chon.
2.2.1 Mang khong tin cay

Trong hé théng phan tan, moi su giao tiép déu dién ra qua mang, va mang la

mot thanh phan tiém 4n nhiéu dang 16i khac nhau [1]:
* Request c6 thé bi mat (vi du do mang qua tai).
* Request c6 thé bi xép hang doi va chi dugc gii di sau mot khoang thdi gian,
e Nt § xa c6 thé da xu ly request nhung phan hdi bi mét trén dudng truyén vé.
« Niit § xa c6 thé da xi ly va gtii phan hdi, nhung phan hdi bi tri hodn qua4 lau.

« Niit & xa c6 thé da ngiing hoat dong, nhung su ¢ nay chi dugc phat hién sau
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mot khoang thdi gian.

« Nut & xa c6 thé da xit ly request, nhung qua trinh xt ly bi gidn doan tru6c khi
phan hoi dugc gtii di.

Hé qua vé mit ly luan quan trong nhét 1a: khong thé suy dién ring mot timeout
nghia 12 nit & xa da ngling hoat dong. Mot timeout chi cho biét "khong nhan dugc
phén hoi trong khoéang thi gian quy dinh", khong cung cap bat ky thong tin nao vé
viéc request da dugc xit 1y hay chua. Piéu nay 1am cho viéc thuc hién retry trd nén
khong an toan: néu khong biét request da dugc xi ly hay chua, viée gii lai request
c6 thé gay ra cac tac dung phu tring lip [1].

Mot sb dic diém cu thé clia mang mdy tinh can dudc luu y:

« Bién thién do tré (jitter): cing mot loai request, thdi gian phan hoi c6 thé thay
ddi dang ké giita cac 1an goi.

» Khé khin trong viéc chon ngudng timeout: ngudng qua ngan dé dan tSi két
luin nham ring nit con hoat dong da chét (ding nhu su c¢6 GitHub da phan
tich 8 Muc 2.1.2); ngudng qua dai lai 1am cham viéc phat hién su cb thuc su.
Khong ton tai mot gid tri phit hop cho moi hoan canh.

« Phan biét mang dong bd va phi dong bo: mang Internet néi chung, bao gém
mang trung tam du liéu dua trén Ethernet va giao thuc TCP/IP, Ia mang khong
dong bo (asynchronous): géi tin c6 thé bi tré vé6i thoi gian khong xac dinh va
phai bi hity bo khi tré vudt qua gidi han. Viéc gia dinh rang cac nit phan hoi
trong mot khoang thdi gian xdc dinh (nhu mang dién thoai) 12 khong ding dbi

v6i mang may tinh [1].

e Phat hién 16i (fault detection): viéc phat hién mot nit da ngiing hoat dong
thuong dua trén co ché timeout hoic heartbeat; tuy nhién nhu da phan tich,
timeout khong phan biét dugc ba trang thdi "chét han", "dang cham" va "dudng
bi dtt". Mot sd hé thdng st dung cac ky thuat nang cao hon, chang han Phi
Accrual Failure Detector, trong d6 moi nut dudc gan mot "miic dd nghi ngs"
(suspicion level) ting dan theo thdi gian khong nhan dudc heartbeat, cho phép
cac thanh phan khic nhau st dung cic ngudng phan ing khac nhau.

2.2.2 Déng ho khong tin cay
Pong ho 1a mdt nguodn van dé 16n trong hé thdng phan tan vi hai nhém nguyén
nhan chinh [1]:

* Pong ho thdi gian thuc (time-of-day clock): do thdi gian tuyét dbi theo gio
trong ngdy, thudng dudc dong bo qua giao thiic NTP (Network Time Protocol).
Tuy nhién viéc dong bdo NTP khong hoan hdo: dong hd time-of-day c6 thé nhay
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vé trudc hodc nhdy vé sau (vi du khi NTP diéu chinh sai léch), do d6 khong
phu hop dé do khoang thoi gian troi qua.

« Dong hd don diéu (monotonic clock): do thdi gian trdi qua va khong thé nhay
vé sau, phut hop dé€ do elapsed time, nhung khong cung cip gia tri thdi di€ém

tuyét ddi va y nghia ctia n6 khong nhit quén giita c4c niit.

Hé qua truc tiép: viéc st dung time-of-day clock dé x4c dinh thi tu gilta cac
su kién 12 khong dang tin cdy, vi dong hd ctia hai may c6 thé 1éch nhau hang trim
mili-gidy hodc hon. Mot phép ghi c6 timestamp nho hon thuc té ¢6 thé xdy ra muon
hon mot phép ghi khac c6 timestamp 16n hon [1]. VAn dé nay lién quan truc tiép
t6i thuat toan gidi quyét xung dot "last write wins" (LWW) sé dudc ban chi tiét &
Muc 3.4: khi dong ho hai may 1&ch nhau, khai niém "ai ghi sau" khong con 1a khai

niém dang tin cay [2].

Nghién cttu tinh hudng 2 — Gidy nhuén (leap second) nim 2012 [1]. Ngay 30
thang 6 nim 2012, mdt gidy nhuan dudc chén thém vao hé théng thsi gian; do mot
16i trong Linux kernel, nhiéu ting dung Java bi treo dong loat, kéo theo nhiéu dich
vu Internet ngiing hoat dong. Su kién nay 1a mot vi du dién hinh vé 16i phan mém
mang tinh hé théng (systematic software fault), trong d6 moi nut gip 16i cling mot

lic trong cung mot hoan canh.

Dbi v6i cac hé thdng doi hdi gidi han do tré chit ché (chflng han giao dich tai
chinh), NTP tré thanh vin dé nghiém trong: néu dong ho bi 1éch va bi diéu chinh
dot ngdt, cac quyét dinh dua trén thdi gian c6 thé trd nén sai. Mot s6 hé théng hién
dai da 4p dung gidi phap phan cing, nhu Google Spanner sii dung dong ho nguyén
tt va GPS (phan tich & Muc 3.3), d€ dat d chinh xdc dong ho cao hon nhiéu so véi
NTP thong thuong.

2.2.3 Sudung tién trinh (process pauses)
Mot nut con hoat dong khong c6 nghia l1a nut dé dang xu ly cac request cia hé
thong. Tién trinh c6 thé bi ditng dot ngdt trong mot khodng thdi gian dai vi cdc

nguyén nhén sau [1]:

» Thu gom rac (garbage collection — GC): mdy ao Java va cac ngoén ngli cé co
ché GC c6 thé diing toan bo tién trinh trong vai chuc gidy dé thuc hién thu
gom rac, ddc biét khi ving nhé heap c6 kich thudce 16n. Mot pha Full GC kéo
dai vai chuc gidy du khién nit d6 dudc quan sit nhu da ngiing hoat dong trong
mat toan bo hé thdng [2].

 Dinh chi may ao: may ao bi dinh chi (suspend) va khdi dong lai (resume) sau

mot khoang thdi gian.

10
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« Chuyén ddi ngit canh ctia hé diéu hanh: tién trinh khong dudc hé diéu hanh
1én lich thyc thi trong mdt thoi gian dai.

e Chd I/0 hoac cho lock.

e Steal time: trén mdy chi 4o, tai nguyén CPU bi trich ra d€ phuc vu cic may

chu 4o khac chay trén cuing mdt may chu vat ly.

Hé qua: mot tién trinh vira thic diy sau mot khoang ditng dai c6 thé nhan thiy
dong hd thoi gian thuc da trdi qua rat nhiéu, cic lease da hét han, v.v. Piéu nay din

Z
AN

t6i van dé vé "kién thic, su that va 16i n6i ddi" dudc phan tich  muc duéi day.
2.2.4 Kién thic, su that va quy tic da sb

Trong mot hé théng phan tan, mot niit chi ¢ thé biét nhitng gi né tu quan sét
dudgc: gid tri cdc bién cuc bd clia nd, dong ho clia né, va cac thong diép né nhan
dudc. Moi thong tin khéc, chang han trang thai ctia mit khac hay y dinh ctia nut
khdc, chi 1a suy doan [1]. Do khong thé phin biét dudc mot niit chét véi mot niit
dang tam diing, mot niit khong thé tu quyét dinh "minh 12 leader" chi dua trén viéc
khong nhan dudc su phan dbi nao trong khodng thdi gian timeout: timeout chi cho
biét "khong nghe thy", khong chiing minh dudc "khong ai n6i" [1].

Giai phap dudc st dung 12 quy tic da s6 (the majority rules). Khi mot quyét dinh
doi héi su dong y cia da s cac niit (quorum), mot nit khong thé "chen ngang" khi
mdt quorum khac da ra quyét dinh, bdi vi hai quorum khac nhau trong cting mot
tap nit budc phai c6 phan giao nhau, tifc 1a c6 it nhat mot nit chung. Pay chinh 1a
nén tang cda cac thuit toan consensus (dong thuin), sé dugc phan tich 6 Muc 3.5
[1].

2.2.5 Khoa phan tan (distributed lock) va lease

Mot ki thuat phd bién dé€ bao vé tai nguyén dung chung 13 khéa (lock) két hop
v6i lease. Mot niit giit lock trong mot khoang thdi gian nhat dinh (lease); néu niit
do khong gia han (renew) kip thdi, lock sé hét han va mot nit khac c6 thé gianh
dudc [1].

Van dé ndy sinh khi két hop lease v6i process pause: gia st nit A gianh dudc
lock, sau d6 bi GC ding lai 30 gidy; lease ctia A hét han; nit B gianh dudc lock
va bit dau thao tac trén tai nguyén; lic nay nit A tinh dy va tudng ring minh van
dang gitt lock, tiép tuc ghi dit lidu, gay hdng dit liéu. Giai phap chuin cho van dé
nay la fencing token:

* Mbi lan lock dudc cip, hé thong phat hanh mot s6 nguyén ting dan (token).

« Niit giit lock phéi dinh kém token vao moi yéu cau ghi gii t6i mdy chi tai

11
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nguyén.

 May chi tai nguyén Iuu gitt token 16n nhat da nhan dugc va tir chbi moi yéu
cau c6 token nhd hon gia tri da thiy.

Nhu vay, di niit A c6 tinh déy va tiép tuc giii yéu cau ghi, token ctia n6 da cii va
bi tif chbi. Su két hop gitta lease (gidi han thdi gian gii lock) va fencing token (gidi
han quyén ghi theo token) 1a phong thii chuéin chong lai hién tugng process pause
[1]. Chi tiét vé co ché nay dudc trinh bay 6 Muc 3.5

2.2.6 L&i Byzantine

Céac van dé dugc phan tich & trén déu nam trong gia dinh ring cdc nit "trung
thuc": ching c6 thé cham, c6 thé sap, c6 thé mat thong diép, nhung khong cb tinh
gly hai. Ldi Byzantine (Byzantine fault) 1a trudng hgp mot niit ¢d tinh gii thong
tin sai 1éch hoic gy hai cho hé théng, c6 thé do bi xAm nhap, do 16i phin mém giy
hanh vi sai, hodc do tdc nhan cb y. Phan 16n cac hé thong co s& dit liéu trong mot
t6 chic gia dinh khong ton tai 16i Byzantine, vi cac thuét toan chiu 15i Byzantine
(Byzantine fault tolerant — BFT) rat tén kém va phtc tap. BFT chd yéu can thiét
trong cac hé thong cong khai c6 nhiéu bén khong tin tudng 1an nhau, dién hinh 1a
blockchain [1].

2.2.7 M0 hinh hé théng (system model)
Dé& 1y ludn mdt cach chit ché vé cdc van dé néu trén, cdc nha nghién ciu dinh
nghia system model, tiic 1a tip hop céc gia dinh vé hanh vi clia mang va céc niit.

Cac md hinh phé bién bao gom [1]:

* Synchronous model (md hinh dong bo): gia dinh do tré mang, thdi gian diing

tién trinh va do 1éch dong ho déu c6 gidi han trén xac dinh.

« Partially synchronous model (md hinh ban dong bd): phan 16n thdi gian hoat
dong nhu md hinh dong bd, nhung thinh thoang vugt qua cac gi6i han da dinh.
DAy 12 m6 hinh thuc té nhét cho hau hét hé thong.
* Asynchronous model (m6 hinh phi dong bd): khdng ton tai bat ky gidi han
nao; hé thoéng phai hoat dong ding ngay ca khi mang c6 do tré vo han.
Tuong tu, dbi véi hanh vi 18i clia cac niit ¢ cidc mo hinh: crash-stop (niit sap thi
ngung han), crash-recovery (ntt sap roi khéi dong lai, c6 thé mit trang thdi trong
bd nhé nhung van con dit liéu trén dia), va Byzantine.
Hé qua thiét ké quan trong: mot thuat todn cé thé khéng ton tai trong md hinh
nay nhung lai ton tai trong md hinh khéc. Vi du dién hinh 1a dinh ly FLP (Fis-

cher, Lynch, Paterson): thuat toan consensus khong thé ton tai trong mo hinh asyn-
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chronous thuan tiy néu chi c6 mot nit c6 thé bi 16i; tuy nhién trong mod hinh
partially synchronous véi crash-recovery, cac thuat toan nhu Paxos va Raft hoat
dong dugc [1].
2.2.8 Phuong phap hinh thitc va kiém thi ngau nhién
Do 16i trong hé thong phan tan thudng tiém an (latent) va chi boc 16 trong nhitng
diéu kién hiém gip, viéc chi dua vao kiém thi thii cong thong thudng 13 khong du.
DDIA nhin manh hai nhém k¥ thuat kiém ching [1]:

« Phuong phép hinh thiic (formal methods): mo hinh héa thuét todn bang ngdn
ngt hinh thic va st dung cdc cong cu kiém tra mo hinh (model checker), dién
hinh 1a TLA+ do Leslie Lamport phat trién, d€ quét toan bo khong gian trang

thai ctia thuat todn nham phat hién 16i.

« Kiém thi ngiu nhién (randomized testing): chay thuit todn véi mot lugng
16n dau vao ngiu nhién va dbi chiéu két qua véi modt md hinh tham chiéu

(property-based testing).

« Kiém tht m6 phong xdc dinh (deterministic simulation testing — DST): chay
toan bd hé thdng trong mot trinh md phéng kiém soat dugc thdi gian, mang va
dong ho, sao cho mdi 1an chay 13 x4c dinh (deterministic), nhd d6 moi 16i phat
hién dugc déu c6 thé tdi tao (reproduce). FoundationDB va TigerBeetle 12 hai
hé théng tiéu biéu xay dung va kiém ching hé théng cia minh theo huéng nay
(chi tiét & Muc 3.7).

2.3 Van dé nhit quén dit liéu va replication lag
2.3.1 Khai niém replication va eventual consistency
Replication (sao chép dit li€u) 1a ky thuat gitt mot ban sao cua cung mot tap di
liéu trén nhiéu may két néi qua mang, nham ba muc dich chinh: giit dif liéu gan
ngudi ding vé mit dia ly (gidm do tré truy cap), cho phép hé thong tiép tuc hoat
dong khi mot bo phan gip su cd (ting tinh sdn sang va do bén), va ting thong luong

phuc vu céc truy van doc [1].

Khi dit lidu dudc sao chép bt dong bd (asynchronous replication), nghia 1a
leader ghi dif liéu xong rdi gti log thay ddi cho cac follower ma khong chd xac
nhan, mdt tng dung doc tir follower c¢6 thé quan sat dit liéu cii néu follower chua
dudi kip. Két qua 1a: chay cling mot truy van trén leader va follower tai cing mot
thoi diém c6 thé thu dugc hai két qua khac nhau, bdi vi khong phai moi phép ghi
déu da dudc phan anh trén follower. Trang thai khong nht quan nay mang tinh tam
thoi: néu ngiing ghi dit liéu va chd mot khoang thdi gian, cac follower cudi cling

s& dudi kip va nhat quan vdi leader. Hiéu ting nay dudc goi la eventual consistency
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(nhat quan cudi cung) [1].

Thuat ngti "eventual consistency" do Douglas Terry va cOng su dat ra, sau do
dudc Werner Vogels phd bién rong rdi qua bai viét Eventually Consistent (2008)
[7], tré thanh khiu hiéu ctia nhiéu du 4an NoSQL. Chit "eventually" (cudi cling)
dudc chon mot cach chii y mo hd: khong tdn tai gidi han cho mic do tut lai cia
mot replica. Trong diéu kién hoat dong binh thuong, replication lag (dd tré sao
chép) chi 1a mot phan cia gidy; nhung khi hé thong hoat dong gan hét cong suat

hodc mang gip su cb, lag c6 thé ting 1én nhiéu gidy, thAim chi nhiéu phuit [1].

Eventual consistency khong phai dic trung riéng cua cac hé NoSQL. Cac fol-
lower trong mot co s& dif liéu quan hé sao chép bat dong bo ciing c6 cuing dic tinh

nay [1].
2.3.2 Ba di thuong dién hinh do replication lag giy ra
DDIA liét k& ba di thudng (anomaly) dién hinh khi doc dif liéu tit follower bat

dong bd [1]: read-your-writes, monotonic reads va consistent prefix reads. Ba di
thudng nay 1an lugt dudc minh hoa trong Hinh 2.3, Hinh 2.4 va Hinh 2.5.

a) Reading your own writes (doc dudc phép ghi ctia chinh minh).

Nhiéu tdng dung cho phép ngudi dung giii dif lidu roi xem lai dit liéu vira gii.
Néu phép ghi di qua leader nhung phép doc lai dudc dinh tuyén t6i mot follower
chua nhan dudgc phép ghi do, ngudi dung c6 cam giac dit liéu minh vua gui da bi
méat, mot trdi nghiém rat tiéu cuc. Do d6 can mot bao ddm goi 13 read-after-write
consistency (hay read-your-writes consistency): néu ngudi ding tai lai trang, ho
ludn quan sat dugc cac cap nhat do chinh ho thuc hién. Bao dam nay khong cam

két bat cit diéu gi vé cac phép ghi clia ngudi dung khac [1].

insert into comments

(author, reply_to, message) select * from comments

valuesi1234, 55555, 'Sounds good!) where reply_to = 55555 Mo results! Time
User 1234 n -------

insert OK

insertinto
comments...

insert into
comments..

Hinh 2.3: Di thuong read-your-writes: phép doc dinh tuyén téi follower chua nhin dudc
phép ghi ctia ngudi dung

Mot s6 ky thuat trién khai read-after-write consistency: doc tir leader hoic fol-

lower dong bd dbi v6i nhitng di liéu ngudi ding cé thé da sta (vi du hd so cé
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nhan chi chi sé hitu méi stta dudc, nén luén doc hod so clia chinh ngudi dung tir
leader); theo déi thdi diém cap nhat cudi va trong mot khoang thdi gian sau d6 doc
tir leader; hoic client ghi nhé timestamp (logical timestamp hoic hé théng clock
thuc) ctia phép ghi gan nhit va hé thong bao dam replica phuc vu phép doc phan
anh c4c cap nhat t6i mbc d6. Néu replica chua di méi, hodc phép doc dugc chuyén
sang replica khdc, hoidc truy van chd replica bat kip [1]. Van dé trd nén phiic tap
hon khi cing mot ngudi dung truy cip dich vu tit nhiéu thiét bi (mdy tinh va dién
thoai): metadata vé 1an cAp nhat cudi phai dudc tip trung hda, va cic request ciia

cling mot ngudi diing ¢6 thé can dudc dinh tuyén vé ciing mot region [1].
b) Monotonic reads (doc don diéu).

Ngudi diing c6 thé quan sat hién tuong thdi gian dudng nhu quay ngudc lai: 1an
doc dau tién tra vé mdt comment méi dugc thém, 1an doc thi hai (dugc dinh tuyén
t6i mot follower c6 lag 16n hon) khong tra vé comment d6, khién comment "bién
mat". Hién tuong nay rat dé xay ra khi mdi request dugc dinh tuyén ngau nhién t6i
mot follower khac nhau. Monotonic reads 12 bao ddm: néu mot ngudi dung thuc
hién nhiéu lan doc lién tiép, ho sé& khong quan sat thdy dif liéu cii hon sau khi da
quan sat dit liéu mdi, tic 1a thoi gian khong quay ngudc lai. Mot cach trién khai
don gian: bao dam moi phép doc cia cung mot ngusi dung dudc phuc vu bdi cung
mot replica, chang han chon replica theo gid tri bim ctia user ID thay vi chon ngau
nhién [1].

insert into comments
(author, reply_to, message)

insert OK

insertinto
comments...

insert into
comments...

1 Result

select * from comments select * from comments
where reply_to = 55555 where reply_to = 55555

Hinh 2.4: Di thudng monotonic reads: 1an doc sau tit follower lag hon khién comment
"bién mat"

c) Consistent prefix reads (doc theo tién t6 nhat quan).
Xét mot cude hoi thoai gitta hai ngudi: ngudi thd nhat dit cau héi, ngudi thi
hai tra 10i. Cau tra 16i cia ngudi thi hai phu thudc nhan qua vao cau hoi cua nguoi
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tht nhét. Néu 16i dap dudc chuyén qua mot follower c6 lag nhd, con cau héi duge
chuyén qua mot follower c6 lag 16n, mot ngudi quan sdt thu ba c6 thé nghe dugc
cau tra 16i trude khi cAu héi dude dit ra, tic 1a mdt nghich 1y nhan quéa gy bdi r6i
cho ngudi quan sat. Consistent prefix reads 12 bido dam: néu mot chudi cac phép
ghi x4y ra theo mot thi tu nhit dinh, bt ky ai doc cac phép ghi dé sé quan sat thiy
chiing xut hién theo ding thd tu d6 [1].

“How far into the future

e :

Shard 1 [:j

.................................................. >
follower L__
“About 10 seconds

usually, Mr. Poons.”
Mrs.Cake Jod -----mmee e e e e e e e s >
Shard 2
leader [j
Shard 2 —
follower fj

Observer 2 ------------------------------------------------------- >

“About 10 seconds  "How far into the future
usually, Mr. Poons”  can you see, Mrs, Cake?”

Hinh 2.5: Di thuong consistent prefix reads: cau tra 16i dugc quan sat trude cau hoi

Van dé nay dic biét nghiém trong trong cic co sd dit liéu phan manh (sharded):
cdc shard hoat dong doc 1ap nén khong ton tai mot thif tu toan cuc cho cic phép
ghi; ngudi doc c6 thé quan sat thy mot phan co s dit liéu & trang théi cii trong khi
phan khac da & trang thai mdi. Mot giai phap 13 bao dam cac phép ghi c6 quan hé
nhan qua dugc ghi vao cing mot shard; tuy nhién v6i mot s6 ing dung, diéu nay
khong thé thuc hién hiéu qua. Gidi phdp khdc 1a theo doi tudng minh cac phu thudc
nhan qua, dua trén quan hé happens-before (sé dudc dé cap 6 Muc 3.1) [1].

2.3.3 Cac md hinh nhét quan: bitc tranh tdng quan

Tir eventual consistency yéu nhét t6i linearizability manh nhit ton tai mot dai
(spectrum) gdm nhiéu muc do, khong phai mot cong tac hai trang thai "strong vs
eventual" [3]. Dai nay dudgc trinh bay chi tiét trong Muc 3.1 Diém can luu y & day:
mdi muc chit hon déu dit hon, va su vi pham cdc bio ddm nhéit quan khong gay
exception, khong lam ting ti 1€ 16i, khong 1am dashboard hién thi canh bdo; chiing
chi biéu hién thanh cac phan hdi rdi rac kiéu "t6i bAm luu ma khong thay gi". Pai
lugng duy nhit do dudc khi d6 1a replication lag, von chi phan 4nh gian tiép van dé
[3].
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2.4 Van dé giao dich va co lap

2.4.1 Khai niém giao dich (transaction) va ACID

Giao dich (transaction) 1a mot nhom cac phép doc va ghi tao thanh mot don vi

logic. Giao dich cung cip mdt 16p tritu tugng cho phép ting dung gia dinh ring cac

van dé vé truy cip dong thdi va mot sb loai su ¢d phan cting/phan mém khong ton

tai

: mot 16p 16n cac 16i dudc thu gon thanh mdt 1an hdy bd giao dich (transaction

abort), va ung dung chi can thit lai [1]. Giao dich khong can thiét cho moi ting

dung; ing dung chi doc va ghi mot record don 18 c6 thé khong can dén né. Nhung

v6i cac mo hinh truy cip phiic tap, giao dich gidm dang ké s trudng hop 16i ma

nha phat trién phai xu ly [1].

Khai niém ACID (Atomicity, Consistency, Isolation, Durability) can dugc hiéu

mot cach chinh xac:

« Atomicity (tinh nguyén ti): kha ning hity bo. Néu mot giao dich bi hiy gitta
chiing, khong c6 phan nao cia giao dich dudc ghi lai; khong ton tai trang thai
"ghi ntra chung".

« Consistency (tinh nhat quan): chit C trong ACID khéc vé ban chat véi chit C
trong CAP. N6 néi vé tinh ding din cta dif liéu so v6i cic rang budc (con-
straint) ma dng dung dit ra, khong néi vé viéc cac replica c6 quan sat thiy

cung mot su that hay khong [2].
» Isolation (tinh ¢d 14p): céc giao dich thuc thi dong thdi khong gy nhiéu 1an
nhau.
« Durability (tinh bén viing): mot khi giao dich commit thanh cong, dit liéu
khong bi mat dit mdy sap, mat dién hay gip su c¢b khac.
2.42 Cac miic ¢6 lap yéu va cc di thuong
Khi nhiéu giao dich thuc thi ddong thdi ma khong c6 su c¢o 1ap thich hop, c6 thé

xdy ra céc di thuong sau. DDIA t6ng hop ching trong Bang 8-1 [1]:

Bang 2.1: Cic muic ¢0 1ap va cdc di thudng

Muic c6 1ap Dirty reads Read skew Phantom Lost up- Write skew
reads dates
Read uncommitted c6 thé c6 thé c6 thé c6 thé c6 thé
Read committed  ngén chin  ¢6 thé c6 thé c6 thé c6 thé
Snapshot isolation  ngdn chdn  ngdnchdn ngidnchin tly trién c6 thé
khai
Serializable ngan chan nganchan nganchan nganchdan ngan chan
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Giai thich cac di thuong [1]:

* Dirty read: mdt client doc phép ghi cua client khac trude khi phép ghi dé dugc

commit. Muc read committed tr§ 1€n ngan chan di thuong nay.

* Dirty write: mot client ghi de du li€u ma client khac da ghi nhung chua com-
mit. Hiu hét moi trién khai déu ngin chin di thudng nay (do d6 né khong xuét

hién trong bang).

« Read skew (hay nonrepeatable read): mot client quan sit cac phan khic nhau
cla cd s6 dif liéu tai cdc thoi diém khac nhau. Di thudng nay thudng dudc

ngin chin bang snapshot isolation.

* Phantom read: mot giao dich doc cac ddi tuong khép v6i mot diéu kién tim
kiém; mot client khac thuc hién phép ghi 1am thay d6i két qua ctia phép tim
kiém d6. Snapshot isolation ngin chin phantom read thong thudng, nhung
phantom trong bdi canh write skew doi hdi xt Iy diic biét (khéa ving chi muc

— index-range lock).

* Lost update (mat cip nhat): hai client dong thdi thuc hién chu trinh read-
modify-write; mét client ghi dé phép ghi cua client kia ma khong gdp cac
thay d6i, dan t6i mat dit liéu. Mot s6 trién khai snapshot isolation tu dong ngin
chiin di thuong nay, s6 khac doi hdi khéa thii cong (SELECT FOR UPDATE).

* Write skew: mot giao dich doc dit liéu, dua ra quyét dinh dua trén gid tri da
doc, rdi ghi quyét dinh vao co sé dif liéu; tuy nhién tai thdi diém ghi, tién dé
clia quyét dinh khong con diing nita. Chi ¢6 miic serializable ngin chin dudc
di thudng nay.

Nghién ctiu tinh hudng 3 — Write skew giiia hai bac si truc [1]. Xét mot hé thong
quan 1y lich truc cta bénh vién véi rang budc: tai moi thdi diém phai c6 it nhat mot
bac si truc. Hai bac si dang truc dong thdi vao hé thdng xin nghi. Mdi giao dich
kiém tra diéu kién "sd béac si truc >= 2" (sau khi minh nghi con lai 1, van hop 1¢)
roi ding ky nghi. V6i snapshot isolation, c hai giao dich doc ciing mdt snapshot
(2 béc si dang truc), déu két luan diéu kién dugc thdéa man va déu commit, khién
khong con bac si nao truc, vi pham rang budc. Pay la write skew: hai giao dich doc
cling mot tap déi tuong, mdi giao dich ghi vao mdt déi tuong khac nhau, va khong
giao dich nao quan sat dugc phép ghi cua giao dich kia do doc tur snapshot ci. Di
thuong nay rit khé phat hién vi né khdng gy ra 16i hién thi hay exception.

Nghién ctiu tinh hudng 4 — Mat cap nhat dan t6i phd san Flexcoin [1]. Nim
2014, san giao dich tién ma héa Flexcoin bi mat khoang 600 bitcoin do 16i dua

(race condition): nhiéu request rit tién chay dong thdi, mdi request doc s6 du,
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kiém tra diéu kién du tién, rdi ghi s6 du méi. Do thiéu co ché c6 1ap diing dan, cac
request "doc trudc khi ghi" khién s6 du bi ghi dé chong chéo, din t6i mat tién that
va cudi cling san phai dong cira. Pay 1a vi du kinh dién vé lost update gy ton that
tai chinh thuc té.
2.4.3 Serializability va ba cach trién khai

Cac muc ¢d 1ap yéu béo vé dudc mot sd di thudng nhung dé ing dung tu xu ly
cac di thuong con lai (vi du bang khéa tudng minh). Riéng write skew, di thudng
khong gay 15i hién thi va rit kho phat hién, chi ¢ miic serializable méi ngiin chiin
hoan toan. DDIA gi6i thiéu ba cach tri€n khai serializable [1]:

« Thuc thi tuan tu thuc su (actual serial execution): cic giao dich ducc thuc
thi 1an lugt trén mot 16i CPU duy nhit (hodc mdi shard mot 16i). Piéu kién
tién quyét: mdi giao dich phai thuc thi rat nhanh (thudng thong qua stored
procedures), thong luong du thap d€ xi ly trén mot 16i hodc dude phan manh,
va toan bo dif liéu phai nam trong bd nhd. Py la giai phap don gian va hiéu
qué khi cédc diéu kién trén dudc dap ing, nhung kha ning mé rong bi gidi han

bdéi mot 161 (hoac mot shard).

« Two-phase locking (2PL): chuén trién khai serializability trong nhiéu thap ky.
Mot giao dich phai c6 shared lock dé doc va exclusive lock dé ghi; cac lock
dugc gii t6i cudi giao dich. Do hai giao dich khong thé dong thai gitt cac lock
xung dot, thit tu thuc thi tuong duong véi mot thit tu tuan tu ndo dé. Nhugc
di€ém: hiéu ning kém (dic biét dudi tai cao), dé xay ra deadlock phéi phat hién
va huy bo.

« Serializable snapshot isolation (SSI): thuit todn tuong ddi mdi, tiép can theo
hudng t6i uu (optimistic): giao dich thuc thi khong bi chin nhu snapshot iso-
lation; tuy nhién khi chuén bi commit, hé thong kiém tra xem thuc thi c6 thuc
su serializable hay khong, va néu khong thi hiy bé (abort) mot trong cac giao
dich lién quan. SSI phat hién write skew bang cach theo doi cdc "tién dé"
(premises) ma giao dich da dua vao va cac truy cdp c6 kha nang tao ra vong
phu thuoc (dependency cycle). Chi tiét trong Muc 3.2

2.4.4 Giao dich phan tan: bai toan atomic commit
Khi dif liéu nam trén nhiéu nit, mot giao dich ¢ thé cin doc va ghi dit liéu trén
nhiéu it khac nhau. D€ bao ddm atomic commit, nghia la hoic tit ca c4c nit cling
commit hoiic tit ca ciing hity bd, can mot thuit toan phdi hop. Thuat toan kinh dién
12 two-phase commit (2PC) [1]. Quy trinh 2PC gom cic budc:

1. Ung dung xin mét transaction ID duy nhit toan cuc tit mot thanh phan goi 1a
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coordinator (hay transaction manager).

2. Ung dung thuc hién cic giao dich don niit trén tiing participant, mdi giao dich

don nit dudc gan transaction ID toan cuc.

3. Khi ting dung sin sang commit, coordinator gii request prepare t6i moi par-
ticipant.

4. Mbi participant khi nhin request prepare phai bdo dam c6 th€ commit dugc
trong moi hoan canh: ghi toan bo di liéu cua giao dich ra dia, ki€m tra céc
xung dot va vi pham rang budc. Viéc tra 15i "yes" nghia 1a tif bd quyén hily bd

(nhung chua commit).

5. Coordinator ghi quyét dinh commit/abort ctia minh ra dia (diém commit —
commit point); chi commit khi moi participant déu tra 15i "yes".
6. Coordinator gui request commit/abort tGi moi participant va retry khong gidi

han cho t6i khi thanh cong.

Quy trinh trao ddi gitra coordinator va cdc participant dudc minh hoa trong Hinh
2.6.

Write data

\Write data

~ Prepare

~ Commit

Coordinator 8

Database 1

Database 2

A\

Yes

-

= Locks held by transaction Phase 1 Phase 2

Hinh 2.6: Quy trinh two-phase commit gitta coordinator va cac participant

2PC c6 hai "diém khong thé quay lai": khi participant n6i "yes", n6 khong dugc
ti chbi commit sau d6; va khi coordinator da ghi quyét dinh, quyét dinh d6 1a bét
kha hdi [1].

Van dé chinh ctia 2PC — coordinator failure [1]: Néu coordinator sap trudce khi
glii request prepare, moi participant cé thé hily bd mot cach an toan. Nhung néu
coordinator sip sau khi mot participant da trd 16i "yes", participant d6 khong thé
tu hilty bd (vi da hifa sé€ commit) va cling khong thé ty commit (vi c6 thé mot par-
ticipant khac da huy bd). N6 budc phai chs coordinator. Giao dich & trang thai nay
dudc goi 1a in doubt (khong chic chan). Timeout khong gitip ich trong trudng hdp
nay: néu participant tu hily b sau timeout, n6 sé khong nhat quan véi participant

khac da commit; ngudc lai, tu commit sau timeout cting khong an toan vi mot par-
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ticipant khac c6 thé da hiy bd. Cach duy nhit d&€ 2PC hoan tit 12 chd coordinator
phuc hdi, va diéu nay c6 nghia giao dich c6 thé bi treo trong mot khodng thdi gian
khong xic dinh. Chinh vi ly do nay, 2PC dugc coi 1a vin dé khi trién khai qua
nhiéu cong nghé luu trit khac nhau (XA transactions): rat nhay cam véi su cb cia
coordinator va ma dng dung diéu khién giao dich, va tuong tic kém véi cic co ché
ki€m soat dong thdi [1].

Khi c4c nit tham gia déu chay ciing mot phan mém co s dit liéu, giao dich
phan tan ndi bod c6 thé hoat dong tét (vi du giao dich qua nhiéu shard clia cing mot
database). Van dé chi boc 16 khi giao dich vudt qua ranh gidi gita cac cong nghé
luu trit khac nhau; khi do, gidi phap dugc khuyén nghi 1a st dung idempotence dé
dat exactly-once semantics ma khong can atomic commit xuyén cong nghé (phan
tich 6 Muc 3.3) [1].

2.4.5 Consensus va tong thir tu

Consensus (dong thun) 12 bai toan 1am sao dé€ nhiéu niit théng nhit vé mot gid
tri mot cach an toan trong mdi trudng phan tan, vi du "nit nao 13 leader". Vé mit
ly thuyét, céc thuat todn consensus nhu Paxos va Raft tuong duong véi total order
broadcast (phat séng tong thud tu): moi nit nhian dugc cing mot chudi thong diép
theo cing mot thit tu. Tir tdng thu tw nay c6 thé xay dung nén [1]:

* Replicated state machine (mdy trang thai nhan ban): moi replica ap dung cung

mot log theo cung mot thi tu va dat cung mot trang thai.

* Bau leader an toan: chi mot nit dudc bau, khong xay ra split brain.

* Luu trif tuyén tinh héa: cac thao tac so sanh-va-gan (compare-and-set) v6i tinh

chét linearizability.

* Céc dich vu diéu phbi: nhu ZooKeeper va etcd.

Vé mit Iy thuyét, mot hé théng single-leader khong c6 co ché failover tu dong
(leader chét thi hé théng ding yén) chi bdo ddm dugc tinh an toan (safety) chd
khong bido didm tinh séng (liveness), tiic khong cam két moi request cudi cling sé
dugc phuc vu. Trong thuc té ngudi ta thudng mudn ca hai, nhung dat dugc dong
thdi ca hai chinh 12 bai toan consensus, mot bai toan ton kém va nhiéu sic thai dugc
phan tich trong Muc 3.5 [1].

2.5 Van dé thiét ké: sao chép, phan manh va dong bo dit liéu
2.5.1 Ba ho thuat toan sao chép

C6 ba ho thuat todn sao chép co ban [1], dudc minh hoa lan lugt trong Hinh 2.7,
Hinh 2.8 va Hinh 2.9:
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a) Single-leader replication (sao chép mot leader).

Moi phép ghi phai di qua leader; leader gui log thay doi cho cac follower. Day
la mo hinh dudc st dung rong rai trong PostgreSQL, MySQL, Oracle Data Guard,
SQL Server Always On, MongoDB, DynamoDB, Kafka; cac thuét toan consensus
nhu Raft (CockroachDB, TiDB, etcd, RabbitMQ quorum queues) cliing dua trén

mot leader va tu bau leader méi khi leader cii gip su cd [1].

User 1234 Leader 3 Follower
configures new : replica
profile picture replica

. . Replication streams —
Read/write queries
\U Read-only queries

>
update users lact * i

) » o Data change _——_ select*from users
setpicture_url ='me-new.jpg \v where user_id = 1234
where user_id = 1234 table: users <

primary key: 1234

column: picture_url - Follower User 2345
old_value: me-old.jpg replica views user
new_value: me-new.jpg 1234’s profile

transaction: 987654321

Hinh 2.7: Single-leader replication: moi phép ghi di qua leader r6i dudc sao chép t6i cac
follower

b) Multi-leader replication (sao chép nhiéu leader).

Nhiéu leader cuing xi ly phép ghi va dong bd v6i nhau, thudng qua mang lién
viing dia ly. Pudc hé trg bdi MySQL, Oracle, SQL Server, YugabyteDB;  mot sd
hé thong 1a tinh ning retrofit (pglogical, EDB Postgres Distributed, Redis Enter-
prise) [1].

——————————————————————————————————————————

Conflict
resolution

Conflict
resolution

Follower
(zone 1B)

Leader
(zone 2A)

Changes

(zone 1A)

Lo - o

Read/write
queries

8 2

Hinh 2.8: Multi-leader replication: nhiéu leader & cdc trung tam dif liéu dong bo chéo phép
ghi

Read/write
queries

c) Leaderless replication (sao chép khong leader).

Client ghi truc tiép t6i nhiéu nit va doc tif nhiéu niit, st dung quorum. Pudc st
dung bdi DynamoDB, Cassandra, Riak, Voldemort [1].
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Leaderless Replication

]

Replica

O O

Replica Replica

Hinh 2.9: Leaderless replication: client ghi va doc truc tiép t6i nhiéu nit theo co ché
quorum

2.5.2 Van dé dong b so vdi bat dong bd trong sao chép

Mot cau hdi thiét ké quan trong 1a sao chép dudc thuc hién dong bo hay bat dong

b6 [1]:
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* Sao chép dong bo (synchronous): follower dugc bao dam c6 ban sao dit liéu

cap nhat; néu leader sap, dif liéu chic chan con trén follower. Tuy nhién néu
follower dong bd khong phan hoi (sap, mang 15i...), leader phai chin moi phép

ghi va chd, vi mot nit hong 1a toan hé thong diing yén.

Sao chép ban dong bod (semisynchronous): mot follower dugce ciu hinh dong
bd, cac follower con lai bAt dong bo; néu follower dong bo gip su cb, mot
follower bat dong bd dudc nang cip 1én vai tro dong bd. CAu hinh nay bio
dam dit liéu dudc sao chép trén it nhit hai nit (leader va mot follower dong
bo).

Quorum da sb: mdt da s cic replica (vi du 3 trén 5) dudc cip nhat dong bo,
s6 con lai bat dong bo; vi du clia quorum, thudng dung trong cic hé thong

eventual consistency hodc cac hé thong st dung consensus.

Sao chép hoan toan bt dong bo: leader tiép tuc nhan phép ghi di moi follower
déu tut lai phia sau. Hé qua nghiém trong: khi leader sip va khong phuc hoi
dudc, cac phép ghi chua kip sao chép sé bi mat, du chiing da dudc xac nhan
thanh cong cho client. Pay 1a mot hé qua vé do bén cin dudc can nhic, nhung

cAu hinh nay van dudc st dung rong rii, dic biét khi c6 nhiéu follower hoic



CHUONG 2. NHUNG VAN PE TRONG HE THONG PHAN TAN

chiing nam phan tan vé mit dia 1y [1].
2.5.3 Failover va split brain

Khi leader gip su cb, mot follower dudc thing cip (promote) lam leader mdi.

Quad trinh failover nay tiém 4n cdc vin dé nghiém trong [1]:

 Mit phép ghi: néu follower dudc thing cip chua nhan dudc cac phép ghi cudi
ctia leader cii (do sao chép bat dong bo), cac phép ghi d6 bi mit, ngudi ding

c6 thé quan sat thiy di liéu minh vita ghi "bién mét".

« Split brain (ché ndo): hai niit ddng thdi nghi rang minh la leader va ciing nhan
phép ghi, dan t6i hai nguon su that, ding nhu tinh hudng su ¢d GitHub dugc
phan tich 6 Muc 2.1.2

* Rii ro do process pause va timeout: mot leader cii con séng nhung dang bi
GC duing c6 thé bi nham 12 da chét va bi thay thé, dan tdi hai leader ton tai
dong thoi.

Dé failover an toan can giai quyét hai van dé: phat hién leader chét va bau leader

md6i mot cach an toan (bai toan consensus), va ngin chin leader cii tiép tuc ghi dit
liéu sau khi da bi thay thé (fencing token, Muc 3.5) [1].

2.5.4 Xung dot ghi trong multi-leader replication

Trong multi-leader replication, hai leader khdc nhau c6 thé xu ly cac phép ghi
xung dot, vi du cling mot username dugc ding ky trén hai leader, hodc hai 1an dit
phong tring thdi gian cho cting mot phong hop. Mbi phép ghi riéng 18 déu hop 18,
nhung khi dugc xem xét cung nhau, ching vi pham rang budc. Pay la mot giGi han
co ban ctia hé théng phan tan [1]: multi-leader replication khong thé bao dam cac
rang budc nhu "tai khoan khong duge Am" hay "username khong dugc tring". Néu

ting dung can c4c rang budc dang nay, nén st dung single-leader replication [1].

Khi xung dot xay ra, hé thdng phai 4p dung mot luat giai quyét xung dot (conflict

resolution):

« LWW — last write wins (ai ghi sau thi thang): thuit toan don gian nhit, nhung
can dudc xem xét than trong. LWW loai bd mot trong céc gia tri xung dot ma
khong phat sinh thong bdo nao, va khi dong ho clia hai may l1éch nhau, khéi
niém "ai ghi sau" khong con dang tin cdy [2]. D€ phan dinh thd ty mot cach

xac dinh, nén gén kem mot unique ID vao timestamp [1].

* Luu trif c4c gia tri dong thdi (siblings) va gidi quyét thii cong: hé théng luu tat
ca céc gia tri duge ghi dong thdi (goi 1a siblings) va tra vé tit ca cho tng dung
quyét dinh; day 1a cich tiép can ctia CouchDB. Nhudc diém: API ctia co s6 dit
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liéu thay doi (mot trudng kiéu chudi trd thanh mot tp céc chudi), va viéc yéu

cAu ngudi dung tu hop nhit céc siblings tén cong sic [1].

« Gii quyét ty dong — strong eventual consistency (SEC): hop nhit cac phép ghi
dong thoi vé mot trang thai hoi tu, bat ké thi tu cdc phép ghi dén. Hai ho thuat
toan chinh la CRDT (conflict-free replicated datatypes) va OT (operational
transformation) [1], dudc phan tich chi tiét 6 Muc 3.4

Nghién cttu tinh huéng 5 — Gid hang Amazon [1]. Gid hang clia Amazon tling
cho phép cap nhat dong thdi rdi hop nhét cic siblings bing phép hop cia tip hop
(set union). Hé qua: néu khich hang x6a mdt mén hang khéi gid & mot thiét bi
trong khi mot sibling & thiét bi khac vin con mén hang cii, mén hang da bi x6a tu
dong xuét hién lai trong gié hang. Pay 1a mot 18i kinh dién ctia thuit toan hop nhét
don gian: thuat toan phai theo doi ca cac thao tac xéa (tombstone), khong chi cac
thao tac thém, néu khong cac phan tif da bi x6a sé tdi xuat hién.

2.5.5 Van deé vé topology trong multi-leader replication

Topology md ta cidc dudng truyén thong qua dé phép ghi dugc lan truyén tir
nit ndy sang nit khdc. V6i hon hai leader, c6 th€ dung céc topology khac nhau:
all-to-all (moi leader gti t6i moi leader khac), circular (mdi nit nhan tf mot nut va
chuyén tiép t6i mot niit), star (mdt niit gbc chuyén tiép t6i moi niit khic). Cac van

dé lién quan [1]:

* Vi topology circular va star, néu mot nit hong, dong sao chép giita cac nit
khac bi gian doan, khién chiing khong thé lién lac cho t6i khi nit hdng ducc
khéc phuc.

* V6i topology all-to-all, do mot sb6 dudng mang nhanh hon dudng khic, cac
thong diép sao chép c6 thé vudt qua nhau (overtake): mot nut cé thé nhan
dudc phép cap nhat truée khi nhan dude phép chen tuong tng (phép cap nhat
tac dong 1én mot dong dit liéu ma tlf géc nhin cla nit d6 chua ton tai). Pay 1a
van dé vé& nhan qua, tuong tu nhu consistent prefix reads (Muc 2.3.2) [1].

2.5.6 Phan manh dit liéu (sharding) va cac vin dé lién quan
Sharding (partitioning, phdn manh) 1a ky thudt chia tap du liéu thanh cac shard
doc 1ap, moi shard dudc dit trén mot nit riéng, nham md rong dung luong va thong
lugng vugt qua kha ning ciia mot may don [1]. C6 hai cach co ban dé€ phan manh
dit liéu ki€u key-value [1]:

« Sharding theo dai khoa (key range): gan mot dai khéa lién tuc cho moi shard,

gibng nhu cic tip ctia mot bo bach khoa toan thu. Uu diém: truy van theo dai

(range scan) hiéu qua. Nhugc diém nghiém trong: dé tao ra hot shard, vi néu
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khéa 13 timestamp, moi phép ghi trong thang déu d6 vé shard cta thang do,
cac shard khac nhan rdi. Khac phuc: thém tién td (vi du sensor ID) vao trudc
timestamp dé phan tan phép ghi, nhung danh d6i bang viéc mit kha ning truy

van dai trén nhi€u sensor cung lic [1].

* Sharding theo bidm khoéa (hash of key): bam khoéa rdi gdn vao shard, gitip di
liéu phan phdi déu hon ngay cé khi cic khéa ban dau 1éch. Cac bién thé [1]:

— Bim modulo s nit (hash mod N): don gian, nhung khi s6 niit N thay
d6i, hau hét cac khéa phai di chuyén tif niit nay sang nit khac, khién viéc

rebalancing kém hiéu qua.

— S6 luong shard cb dinh (fixed number of shards): tao nhiéu shard hon s6
nit ngay tif dau (vi du 1.000 shard trén 10 nit), moi nit git nhiéu shard;
khi thém/loai nit chi di chuyén nguyén shard. Han ché: khong thé c6 nhiéu

niit hon s6 shard; thay ddi s6 shard doi héi resharding tén kém.

— Bam theo dai gid tri hash (hash range): moi shard gitt mot dai gia tri hash;
shard c6 thé tach/ghép linh hoat theo khéi luong dit liéu. Cassandra va
ScyllaDB chia khong gian gid tri hash thanh nhiéu dai véi ranh gidi ngiu
nhién (Cassandra mic dinh 16 dai méi nut, ScyllaDB 256 dai mdi niit);
mdi nit giit nhidu dai d€ bu trir su chénh 1éch kich thude gitta cac dai [1].

Céc van dé dién hinh cta sharding [1]:

Hai cach phan manh cd ban dudc so sanh trong Hinh 2.10.
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Hinh 2.10: Phan manh theo dai khda va theo bam khéda

« Skew va hot spots: dit bim phan phdi déu cac khoa, tai thuc té c6 thé van léch;

mot bai ding clia ngudi ndi tiéng v6i hang triéu ngudi theo ddi c6 thé gly ra
mot "con bao" doc/ghi vao mdt khéa duy nhét (hot key). Giai phép & tang ting
dung: thém mot vai chit s6 ngiu nhién vao dau hoic cudi khéa d€ phan tan
phép ghi ra nhiéu shard, nhung d4nh déi bang viéc cic phép doc phai truy vin
va gop két qua tir tht ca cdc khéa da chia; va k§ thuat nay chi cé y nghia véi
mot s6 it khéa nong, doi hoi co ché theo doi khéa nao dang dudc tach. Mot s6
dich vu dam may x@ ly tu dong van dé nay (Amazon goi l1a heat management

/ adaptive capacity) [1].

Rebalancing rii ro: viéc di chuyén shard tén kém tai nguyén mang va CPU.
Néu két hop rebalancing tu dong vdi phat hién 16i tu dong, c6 thé giy cascad-
ing failure: mot nuit qua tai tam thdi chAm phan hoi bi c4c nit khac nghi ngd 1a
chét, kich hoat qua trinh rebalance tu dong, 1am tiing thém tai cho cac nit khac

va mang, khién tinh hinh tdi té hon va nhiéu niit khéc ciing bi nghi ngd sai. Vi
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ly do nay, nhiéu hé théng chii truong giif con ngudi trong vong ldp (human in
the loop) cho qua trinh rebalancing [1].

* Request routing: 1am sao xdc dinh khéa nam trén nit nao? Ba cach tiép can:
(1) client gtii request t6i nit bt ky, nit d6 chuyén tiép request tSi niit diing; (2)
mot tang dinh tuyén (routing tier) dong vai trd load balancer nhan biét shard;
(3) client tu biét 4nh xa shard—niit (smart client). C4c hé théng thuong ding
mdt coordination service (ZooKeeper, etcd) dé luu trit 4nh xa shard—nut va
thong bdo thay d6i cho ting dinh tuyén, ddm bao khong xay ra split brain nho
consensus. VAn dé dit ra: trong thdi gian mot shard dugc chuyén tif nit nay

sang nut khéc, phai xt ly cac request dang in flight t6i nuat cii [1].

* Secondary index vdéi sharding: chi muc phu khong anh xa gon vao céc shard.
Hai huéng tiép can: local index (mdi shard tu xiy dung chi muc trén phan
dit liéu ctia minh, khién phép doc theo chi muc phu phai truy vin moi shard
roi gop két qua, ton kém va dé gy khuéch dai do tré dudi) va global index
(chi muc dudc phan manh theo gia tri cua tit khéa chi muc, phép doc gon hon
nhung phép ghi phai cip nhat chi muc trén nhiéu shard, thudng la bat dong
bo) [1].

2.5.7 Dual writes va bai toan dong bd nhiéu hé lvu trir
Trong thuc t&, mot ting dung thudng phai két hop nhiéu hé thong luu tri: co s6
dit liéu OLTP phuc vu request ngudi diing, cache ting toc truy cap, full-text index
phuc vu tim kiém, data warehouse phuc vu phan tich. Cing mot dit liéu xuat hién
& nhiéu noi nén can dudc giit dong bd. Cach tiép can "ngiy tho" 1a dual writes: ma
ting dung ghi tudng minh vao tiing hé thdng khi dit liéu thay d6i (ghi vao database,
roi cAp nhiat search index, rdi x6a cache). Dual writes c6 hai van dé nghiém trong

[1]:

1. Race condition: hai client dong thdi cip nhat cing mot ban ghi. Client 1 dit
X = A, client 2 dat X = B. Do thu tu dan xen khong may, database nhan phép
ghi A rdi B (két qué cudi cung 1 B), trong khi search index nhan phép ghi B
101 A (két qua cubi cuing 1a A), khién hai hé théng vinh vién khong nhit quan
v6i nhau di khdng c6 16i nao xdy ra. Néu khong c6 co ché phat hién ghi dong
thoi (nhu version vector), ta thAm chi khong nhan biét dudc da cé cac phép
ghi dong thoi.

2. Mot phép ghi thanh cong, phép ghi kia thit bai: ghi database thanh cong nhung
ghi search index thit bai, khién hai hé trd nén khong nhit quan. Viéc bao dam
ca hai cung thanh cdng hoic cing thit bai chinh 1a bai toan atomic commit,
ma 18i giai (2PC) rét ton kém va nhiéu van dé (phan tich 6 Muc 2.4.4).
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Vin dé nay dudc gidi quyét biang change data capture (CDC) va transactional
outbox pattern, trinh bay chi tiét & Muc 3.8
2.6 Van dé van hanh

2.6.1 Tail latency va khuéch dai d6 tré dudi

Nhu d3 gidi thiéu 6 Muc 2.1.4, cac percentile cao quyét dinh trdi nghiém thuc té
clia ngudi dung. Van dé tré nén nghiém trong hon khi mot request ctia ngudi diing
can goi nhiéu dich vu nén: chi cAn mot 18i goi cham 13 toan bo request chim, vi
request phai chd 15i goi chAm nhat hoan tit. V& mit x4c suit, néu mot request can
N 18i goi nén song song va mdi 13i goi c6 x4c suat bi cham Ia p, x4c suat request bi
cham x4p xi 1 — (1 — p), ting rit nhanh theo N. Hién tugng nay dudc goi Ia tail

latency amplification (khuéch dai do tré duoi) [1].

Vi du minh hoa: néu mot request ctia ngudi dung can 10 18i goi nén song song, va
mbi dich vu nén ¢6 1% request cham (tiic p99 = ngudng cham), thi xac suét request
clia ngudi dung bi cham (c6 it nhit mot 16i goi cham) vao khoang 1—0,99'9 ~ 9,6%,
gin gAp mudi 1an xdc suét cham ctia mot 16i goi don 1. Do d6, tdi uu héa p99 clia
cc dich vu nén quan trong hon nhiéu so vé6i t6i wu héa gia tri trung binh. Hién
tuong khuéch dai do tré dudi dugc minh hoa trong Hinh 2.11.
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Hinh 2.11: Khuéch dai do tré duoi khi request phai chd 15i goi chim nhét

2.6.2 Cascading failure va retry storm
Mot su ¢ trong mot thanh phan c6 thé kéo theo cd mot chudi su cb lan truyén
[1]:
« Cascading failure (su c6 lan truyén): mot thanh phan qua tai cham lai — thanh
phan phu thudc vao né phai chd 1au hon — hang doi diy — cac thanh phan
khdc ciing bi cham theo. C4c nghién cttu vé loai su c¢d nay dugc tién hanh tir

nhitng nim 1990 trong bbi cinh hé thong mang 1udi 16n [1].
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* Retry storm (bao retry): khi mot dich vu qua tai, cac client nhéan timeout bat
dau thuc hién retry; retry lam ting tai thém, dich vu cang chim, cang nhiéu
timeout, cang nhiéu retry, hinh thanh mot vong phan hoi duong (feedback
loop) dua hé théng xudng. DDIA cénh bdo can tranh cac vong phan hoi nhu
vy va dé cip tdi hién tuong "hé thong qud tai khong thé tu phuc hoéi" (when
an overloaded system won’t recover): mot s6 hé thong can gidm tai c6 cha dich

(load shedding) thay vi c6 xt Iy moi request tGi cling.

« Cascading do rebalancing ty dong: nhu phan tich  Muc 2.5.6, su két hop gitta
rebalancing tu dong va phat hién 15i tu dong c6 thé bién mot nit cham thanh
chudi su ¢b lan rong.

2.6.3 Yéu té con nguoi trong van hanh
Mot nghién citu vé cac dich vu Internet 16n cho thay céc thay d6i ciu hinh do
ngudi van hanh thuc hién 13 nguyén nhan hang dau giy ra su cb (outage), trong khi
16i phan ciing chi déng vai tro trong khoang 10-25% trudng hop [1]. Piéu nay dan
t6i mot quan di€m quan trong: "16i con ngudi" (human error) khong phai 1a nguyén
nhan gbc cla su c¢b, ma 1a tridu chiing clia mot vin dé trong hé thoéng ky thuat—xa
hdi (sociotechnical system) noi con ngudi dang cb gang hoan thanh cong viéc cta

minh.

Céc bién phdp k¥ thuat gidp giam thiéu tdc dong ctia 15i con ngudi bao gdm:
ki€m thi k§ Iudng (c4 ki€m thi thii cong 14n property-based testing), co ché roll-
back nhanh cho céc thay ddi cAu hinh, trién khai din dan (gradual rollout) ma mdi,
giam sat chi tiét va ro rang, cdng cu observability d€ chdn dodn su cb production,
va thiét ké giao dién "dinh huéng hanh vi diing va han ché hanh vi sai". Ngoai ra,
vin héa blameless postmortem (khong d6 16i c4 nhan) dang ngay cang dudc ap
dung: sau mdi su cb, nhiing ngudi lién quan dudc khuyén khich chia sé chi tiét su
kién ma khong so bi triing phat, dé ¢4 t6 chiic hoc hdi va ngin ngira cac su c¢d tuong
tu trong tuong lai [1].

2.6.4 Observability

V6i hé thdng phan tdn, viéc chdn doan 16i khé khin hon nhiéu so véi hé thong
don niit vi khong biét 151 nam & dau trong chudi goi. Ky thuat observability thu
thap dit liéu vé qua trinh thuc thi ctia hé thdng va cho phép truy van dit liéu dé theo
ca hai huéng: cdc chi s tdng hop (metrics) 14n cac su kién riéng 18 (traces). Cac
cong cu distributed tracing nhu OpenTelemetry, Zipkin, Jaeger cho phép theo doi
client ndo goi server nao cho thao tic nao va mdi 18i goi mat bao 1au. Day 1a cong
cu khong thé thiéu d€ chan doan cac van dé vé do tré va 16i trong hé théng phan
tan [1].
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2.6.5 Kiém chitng do tin ciy: fault injection
Céc 16i trong hé thdng phan tdn thudng tiém 4n va hiém khi boc 16 trong diéu
kién hoat dong binh thudng. D& chiing minh hé thong thuc su c6 kha ning chiu 13i,

can chii dong tiém 16i (fault injection) vao hé thong [1]:

* Chaos engineering: chli dong gay ra su cb cho cdc thanh phan trong moi trudng
production (di€n hinh 12 Chaos Monkey ctia Netflix va cdc cong cu cung ho)

dé kiém tra kha ning tu phuc hdi cta hé théng va tip huan cho doi van hanh.

« Jepsen: cong cu cua Kyle Kingsbury tiém 15i (partition, dirng nut, 1éch dong
hd, crash) vao hé théng co s& dif liéu rdi ki€ém tra xem cic bao dam nhat
quén (nhu linearizability, snapshot isolation) c6 bi vi pham hay khong. Nhiéu
hé thong ndi tiéng tliing bi Jepsen phat hién 16i, vi du MongoDB, va ngay c4
MySQL 8.0.34 ciing tung bi phat hién vi pham tinh c6 1ap (nam 2023) [1].

« Deterministic simulation testing (DST): chay toan bo hé théng trong mdt moi
trudng mod phéng kiém sodt dudc thdi gian, mang va dong hd, sao cho moi
16i déu c6 thé tai tao; day 1a cach FoundationDB va TigerBeetle xay dung va
ki€m chiing hé thong ctia ho [1].

Céc k¥ thuat nay dudc phan tich chi tiét trong Muc 3.7
2.7 'Tong két chuong 2

Chuong 2 da trinh bay mot cach c6 hé thong céc van dé trong hé thong phan tén,
dudc phan loai thanh ndm nhom:

1. Nén tang ly thuyét: dinh Iy CAP va md hinh PACELC cho thiay hé thong
phan tdn ludn phai danh d6i. Khi partition x4y ra, hé thong danh déi gitta
consistency va availability; khi mang binh thudng, dianh ddi gita latency va
consistency. Phan khé khin nhét khong nam & viéc lua chon thudc tinh ma
nam & ba van dé: phat hién partition, xi Iy trong thdi gian partition va khoi
phuc nhét quén sau d6. Su ¢d GitHub ngay 21/10/2018 (43 gidy partition din
t6i 24 gio 11 phut khoi phuc) 1a minh ching ro rang.

2. VAn dé méi truong: mang khong tin cdy, dong hd khong dang tin ciy va hién
tuong diing tién trinh khién mot nit khong bao git chic chan vé trang thai
thuc su ctia cdc nit khac; doi hoi quy tic da sb, lease, fencing token, va viéc
lua chon mo hinh hé théng (system model) phu hop.

3. VAn dé nhit quan: replication lag giy ra ba di thudng dién hinh 12 khong doc
dudc phép ghi cia chinh minh (read-your-writes), quan sat thsi gian quay
ngudc (monotonic reads), va quan sat cau tra 16i trudc cau hoi (consistent

prefix). Cdc bdo ddm nhit quan tao thanh mot dai lién tuc, va su vi pham ciia
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chiing rat khé phat hién.

4. Van dé giao dich va consensus: cidc miic cd 1ap yéu d€ lot dirty read, read
skew, lost update (vi du Flexcoin mat 600 bitcoin), write skew (vi du hai bac
s truc) va phantom; giao dich phan tan doi hoi atomic commit, nhung 2PC
c6 diém yéu chi mang 1 giao dich in doubt c6 thé treo v6 han khi coordinator

sap; consensus dit dd va tinh té, 1a nén ting ctia bau leader an toan.

5. Van dé thiét ké va van hanh: ba ho sao chép c6 céc rii ro riéng (méat phép ghi,
split brain, xung dot, LWW "nghién" di liéu); phan méanh gip skew, hot spot
va rebalancing c6 thé giy cascading failure; dual writes gy race condition
va bai todn atomic commit; van hanh ddi mit v6i khuéch dai do tré duoi,
cascading failure, bio retry, 16i con ngudi (nguyén nhan hang dau giy su cb),

va nhu ciu kiém ching chi dong bang fault injection.

Chuong 3 sé gidi thiéu cdc gidi phap tuong ting cho tiing nhém vén dé trén.
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Chuong nay trinh bay cic gidi phdp tuong ting véi tiing nhém van dé da dugc
phan tich 8 Chuong 2. Mbi phan bao gdm ndi dung ly thuyét, tiép theo 12 nghién
ctfu tinh hudng tir cac hé thdng cong nghiép thuc t& nham minh hoa céch cic lua
chon thiét ké dudc ap dung trong production.

3.1 MB0 hinh nhét quan: lva chon giita cac mitc do
3.1.1 Dai cdc md hinh nhit quan

Nhu d3 trinh bay é Muc 2.3.3, cdc md hinh nhit quan tao thanh mot dai lién
tuc (spectrum) tif manh nhét téi yéu nhit, khong phai mot cong tic hai trang thai
"manh so v&i yéu". Dai nay gdm cdc nic sau, xép theo thi tu giam dan vé stic manh
bao dam [3]:

* Linearizability (manh nhit): mdi thao tic dudc coi nhu xay ra tiic thdi tai mot
diém nam giita lic giti request va lic nhan response, va toan bd hé thong théng
nhat vé thu tu do, k& ca thi tu theo thdi gian thuc. Pay chinh 14 thudc tinh C
trong dinh ly CAP, va 12 bdo dam dat nhét trong danh sach [3].

* Sequential consistency: moi nit vin thdng nhit mot thi tu téng thé duy nhat
(total order) va thif ty thao tic clia tiing tién trinh dudc gitt nguyén, nhung thi
tu chung khong bat budc khép véi thoi gian thuc. Ca hé théng dudge phép cham
so véi thuc té, mién 12 moi niit chAm theo cling mot cach va khong niit nao
quan sat dudc trang thdi "quay ngudc thdi gian". Khai niém nay bat ngudn tit
mo hinh bd nhé chia sé ctia cic hé da CPU. Trong thuc té, cdc hé thong phan
tan it khi ban sequential consistency nhu mot mic do riéng biét: khi da chap
nhan chi phi chay consensus dé c6 mot thi tu chung, ngudi ta thudng hoan
thién t6i muc linearizability [3].

* Causal consistency: chi cac thao tac c6 quan hé nhan qua v6i nhau méi phai
dugc quan sat theo ding thi tu d6 6 moi ndi; cac thao tac doc 1ap (concurrent)
c6 thé dugc quan sat theo bat ky thi tu nao. Vi du kinh dién: mot ngudi dung
4n mot tai khodn khéi danh sdch ban be 16i sau d6 ding 4nh lién quan t6i tai
khoan d6. Néu thong tin vé& bic anh lan truyén t6i mot nit khac trude thong
tin vé 1énh 4n, biic 4nh sé& hién thi mot cach khong hop ly. Mahajan, Alvisi
va Dahlin (2011) chiing minh mdt két qua quan trong: causal consistency 1a
mo hinh manh nhit ma mot hé thdng van c6 thé bao toan tinh san sang khi
mang bi phin chia. Yéu cau chit hon mic nay mot chit 14 cham truc tiép vao

ranh gidi cta dinh Iy CAP [3]; causal consistency vi thé 1a mifc tran clia céc
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hé théng uu tién availability.

* Session / client-centric consistency: bao dam tinh hgp ly trong pham vi mot
phién 1am viéc (session) ctia mot ngudi diing, dua trén bén session guarantee
xuat phat tit du an Bayou ctia Xerox PARC (Terry va cong su, 1994) [3]:

— Read-your-writes: phép doc sau quan sat dugc phép ghi cia chinh ngudi
dung d6 (phan tich 6 Muc 2.3.2).

— Monotonic reads: phép doc sau khong dugc tra vé dit liéu cii hon phép
doc trude (phan tich § Muc 2.3.2).

— Monotonic writes: cac phép ghi ciia cing mdt ngudi dung phai dudc ap
dung theo ding thu tu ngudi do thuc hién.

— Writes follow reads: néu mot phép doc quan sat dudc mot gid tri, cac phép
ghi sau d6 cua cung ngudi dung phai dudc ap dung dua trén gia tri da doc,
khong ghi chdng 1én qua khit da quan sat thiy.

* Bounded staleness: hé thong khai bdo gidi han cho phép dit lidu cii, t6i da K
phién ban hoic tbi da T don vi thdi gian; vudt qua ngudng thi hé thong budc
phai chd cho t6i khi du liéu dude cap nhat. Bay la mic phu hgp cho céac ting
dung hién thi s6 liéu khong nhay cadm vé thdi gian thuc [3].

» Consistent prefix: ciac phép doc dudc phép quan sit mot thé gibi cii, nhung
ludn 12 mot tién tb hop 1& ctia lich st cdc phép ghi, tifc khdng bao gid quan sét
thAy mot su kién x4y ra sau ma chua thiy su kién xdy ra trudc né. Vi du tuong
duong vdi viéc theo doi mot bd phim tré vai tip: chua xem t6i tap 8 thi chua
dugc xem, nhung tap 8 khong bao gid dudc chiéu trude tap 5 [3].

« Eventual consistency (yéu nhat): néu ngiing cic phép ghi trong mot khoang
thoi gian da dai, cac ban sao cudi cling sé hoi tu vé cling mot trang thai; tuy
nhién mo hinh nay khong xac dinh khoang thai gian "du dai" va khong cam
két bat ky hanh vi nao trong giai doan chua hoi tu. Quan sat ban mdi roi quay
lai ban cii, hay quan sat phép ghi thit hai truéc phép ghi thit nhit, déu khong
vi pham hop dong ctia mo hinh [3].

Toan bd dii cdc mo hinh nhit quan tif manh nhét t6i yéu nhit dudc biéu dién
trong Hinh 3.1.
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Strict Serializable
Serializable Linearizable
Repeatable Snapshot Sequential
Read Isolation \
Cursor Monotonic Caisal
Stability Atomic View \
Read PRAM
x ‘Wirites Read
Read Follow Monotonic Monotonic Your
Uncommitted Reads Reads Writes Writes
Legend

Not available during some types of network failures. Some

i or all nodes must pause operations in order to ensure safety.
Sticky Availabk Available on every non-faulty node, so long as clients only
Hciy ey e talk to the same servers, instead of switching to new ones.

. Available on every non-faulty node, even when the network
Total Available

is completely down.

Hinh 3.1: D4i cidc mo hinh nhit quan tif linearizability tSi eventual consistency

3.1.2 Cosmos DB: nim miic nhit quan trén cing mot nén tang

Nghién ctiu tinh hudng 6 — Microsoft Azure Cosmos DB [3]. Microsoft Azure
Cosmos DB cung cip mot bo diéu khién duy nhit gdm nidm miic nhit quan, két

hop ca hai géc nhin: tinh nhit quéan nhin tif phia dif liéu va tif phia phién 1am viéc:

strong =+ bounded staleness -+ session -

consistent prefix - eventual
Céc miic ndy dudc hiéu nhu sau [3]:

* Strong: phép doc ludén quan sit phép ghi méi nhit di commit, tuong duong

linearizability ddi vé6i cac phép doc/ghi trong cling mdt partition.

« Bounded staleness: cho phép dit liéu cii tdi da K phién ban hoic T khoang thdi
gian (diéu kién nao t6i trudc dudc ap dung trudc).

 Session: goéi bon session guarantee trong pham vi mdt phién lam viéc cua

client.
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« Consistent prefix: cdc phép doc ludn quan sat mot tién td nhat quan ctda lich
st phép ghi.
« Eventual: khong c6 bat ky bdo dam nao vé thy tu.

Miic mic dinh cho moi tai khodn mdi 12 session, va theo cong b ctia Microsoft,
phan 16n khach hang giit nguyén lua chon nay. Piéu nay cho thiy mic "tam thudng"
nim gitta d4i, khong phai mic manh nhét ciing khong phai miic ré nhat, lai 12 miic
phuc vu phan 16n nhu cau thuc té. Viéc lua chon mic nhit quan vi thé khong phai
12 bai toan "cang manh cang tt", ma 1a Iva chon miic vita di cho tiing loai thao tac

nghiép vu [3].
3.1.3 Amazon S3 va bai hoc vé bao dam nhét quan

Nghién ctu tinh huéng 7 — Amazon S3 ngay 1 thang 12 nim 2020 [3]. Amazon
S3 ra doi nim 2006 v6i co ché nhit quan cudi cling (eventual consistency), va hé
qua 12 cd mot thé hé hé théng xi 1y dif liéu phai d6i mit v6i hién tuong "ghi file
xong nhung liét ké khong thay". Cac hé théng nay khic phuc bing cach dung thém
mot kho luu trit phu trg trén DynamoDB chi dé€ ghi nhé danh sach céc file vira dugc
ghi, dién hinh 12 S3Guard ctia Hadoop va consistent view clia Amazon EMRFS.
N6i cach khac, phai dua thém ca mot co s& dit liéu vao kién triic chi d€ bu dap cho

mot bao dam con thiéu.

Ngay 1 thang 12 nim 2020, AWS thong bdo S3 cung cép strong read-after-write
consistency cho toan bd cac thao tdc GET, PUT va LIST, ap dung cho moi object
tai moi region, khong can cau hinh, khong tinh thém chi phi va khong danh déi
hiéu ning hay tinh sin sang [3]. Thuit ngit "strong" trong bbi canh nay la read-
after-write trong pham vi tiing object, hep hon chit C trong dinh ly CAP hay trong
bang lua chon ctia Cosmos DB; tuy nhién d6i v6i cac hé théng xit ly dit lidu néi
trén, day chinh 1a bao ddm ma ho di thiéu sudt nhiéu nim. Toan bd cac giai phap

thay thé (workaround) néi trén trd nén thira thii chi sau mot dém.

Chi phi ctia mot bao ddm nhit quan phu thudc rit nhiéu vao cich thiic trién
khai. S3, v6i kién triic bucket 6n dinh va hé thong metadata tip trung manh, dat
dudgc read-after-write consistency vé6i chi phi chip nhin dudc, trong khi nhiéu hé
théng NoSQL khéc van giit eventual consistency lam mic dinh vi mé hinh truy cap
(access pattern) cua chung khéc biét [3].

3.1.4 DynamoDB: chi phi ciia nhéit quan dugc biéu thi truc tiép bing
gia

Nghién ciu tinh huéng 8 — Amazon DynamoDB [2], [3]. Ngudc lai véi S3,

DynamoDB van git eventually consistent read 1am méc dinh, va bang gia cta dich
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vu biéu thi truc tiép su danh d6i nay thanh chi phi tai chinh: mot strongly consistent
read cho mot item ti da 4 KB tiéu ton 1 read request unit, trong khi eventually
consistent read chi tiéu ton ntia don vi [2], [3]. Cung thudc mot tip doan (Amazon),
hai san pham (S3 va DynamoDB) lai ¢6 hai lua chon mic dinh d6i 1ap nhau. Diéu
nay khong phai vi san phdm nao "tién bo hon", ma vi md hinh truy cap cta chiing
khac nhau [3].

Vé kién triic, DynamoDB st dung leader-based replication chay giao thiic Multi-
Paxos: moi phép ghi phai di qua leader va chi dugc xac nhan sau khi mot quorum
da ghi vao write-ahead log; strongly consistent read chi dugc phuc vu béi leader,
con follower chi phuc vu eventually consistent read. Do d6, mic nhét quan cia
DynamoDB dugc quyét dinh & cip do tiing request bdi khach hang, khong phai do
hé quén tri lua chon san [2].

3.1.5 Nguyén tic lua chon mic nhit quan

T cdc phan tich trén, c6 thé tdng két mot nguyén tac thuc dung: danh gid tiing
thao tac nghiép vu riéng 18, khdng lua chon mdt miic nhit quan duy nhat cho toan
hé thong [3]:

* Céc thao tic hién thi s6 luct xem, ludt thich, dong bai ding (feed): consistent
prefix 12 du, dit liéu cham vai gidy khong gy hé qua nghiém trong, mién la
khong d€ 15i tra 18i xuit hién truée cau hdi gbc.

* Céc thao tac hién thi thong tin c4 nhan, gid hang, don hang vira dit: thudc vé
session guarantee, vi ngudi diing chi can quan sat dudc chinh cac thao tic ctia

ban than minh.

« Céc thao tdc lién quan t6i ton kho, han mic, s6 du tai khodn ngay trudc 1énh

rdt tién: m6i can miic manh nhét, va ciing chi trong pham vi c4c thao tic nay.

Ep toan bo hé théng van hanh theo mdt miic nhat quan duy nhét 1a cich chic
chin nhét d€ vira tra chi phi qué cao, vira sai léch ding tai nhiing chd khong dugc
phép sai 1éch [3].

3.1.6 Trién khai session guarantee b?mg token thay cho sticky routing

Phuong phdp phé bién d€ git bio dam read-your-writes 1a sticky routing, tifc
ghim mot ngudi dung ¢ dinh vao mot replica. Phuong phép nay c6 nhiéu nhugc
diém [3]:

« Khi ngudi dung chuyén giita cic mang truy cap khac nhau (vi du tir Wi-Fi

sang 4G), khi thao tac trén laptop roi tiép tuc trén dién thoai, hodc khi replica
dudc khdi dong lai, phién lam viéc bi ngat va bao dam theo d6 bi mét, diing

vao nhitng thoi diém kho téi tao su' ¢ nht.
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« Sticky routing giy mit can bang tai: replica nao dang phuc vu mdt nhém ngudi

dung hoat dong tich cuc sé trd nén qua tai hon han cac replica khéc.

Phuong phap phi hop hon 1a st dung token: sau mdi phép ghi, hé théng tra
vé mot logical timestamp; client mang token nay theo trong céac request tiép theo;
replica nao chua bat kip mdc thdi gian d6 phai chd hoic chuyén request sang replica
khéac. Bao dam lic nay gin v6i dit liéu thay vi gan v6i dudng mang. Pay 1a phién
ban thu gon clia causal consistency: thay vi xdy dung toan bo do thi nhan qua toan
cuc, hé théng chi theo ddi chudi nhan qua ctia riéng mdt client, ré hon nhiéu bac
va vira da dé ngin chin cdc di thudng ma ngudi dung c6 thé quan sat duge [3].
MongoDB ap dung cach nay vdéi tinh nang causally consistent sessions tu ban 3.6;
Cosmos DB goi tuong tu 12 session token. Mot diéu kién quan trong: token phai
dugc truyén xuyén subt toan bd chudi xt ly, qua cic gateway, cc dich vu trung
gian va cé ting dung di dong; chi cin mot thanh phén 1am roi token 12 toan bd co
ché 1ing 18 trd lai miic yéu nhét [3].

3.2 Giao dich: cac mifc ¢6 lap va ba cach trién khai serializable
3.2.1 Miic co lap read committed

Muic ¢6 1ap yéu nhit con dudc xem 1a c6 thé chap nhan trong thuc té 1a read

committed, véi hai bao dam co ban [1]:

» Khi doc, mot giao dich chi quan sat dude dit liéu da commit, qua d6 ngan chan
di thuong dirty read.

e Khi ghi, mot giao dich chi ghi d¢ du li€éu da commit, qua d6 ngan chan di

thuong dirty write.

Tuy nhién read committed van cho phép read skew: trong cing mot giao dich,
cac phép doc c6 thé quan sat cdc trang thai khac nhau clia co s dit liéu tai cdc thoi
diém khac nhau. Dbi vé6i cic giao dich kéo dai, vi du sao luu toan bd dit liéu hoic

tao b4o cdo tdng hop, read skew c6 thé tao ra két qua vo nghia [1].

3.2.2 Snapshot isolation va MVCC

Snapshot isolation (SI) bao dam moi phép doc trong mot giao dich quan sat mot
snapshot nhét quan tai mot thdi diém nhit dinh, tic co s dif liéu dudc nhin nhu
mot khdi tinh trong subt thdi gian thuc hién giao dich. Co ché trién khai phé bién 1a
multiversion concurrency control (MVCC): hé thong duy tri nhiéu phién ban cia
mdi ban ghi, va mbi giao dich doc phién ban phu hgp véi thdi diém snapshot cia
n6. SI ngén chin dudc dirty read, read skew va (tuy trién khai) lost update, nhung
khong ngan chan dugc write skew, ding nhu vi du hai bac si truc da phan tich &
Muc 2.4.2 [1].
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Vé miit thuc thi, mot giao dich trong MVCC quan sét cac ddi tugng phu hop vé6i
thoi di€m giao dich bat dau (hodc thoi diém snapshot dudc cip). Co sé dit liéu gii
céac phién ban cii clia ban ghi d€ phuc vu céc giao dich c¢6 snapshot sém hon. Khi
hai giao dich ghi d& cling mot ban ghi, co ché phat hién xung dot ghi sé hiy bo
(abort) mdt trong hai; viéc ghi d& (lost update) thudng dudc xi ly bang cach yéu
cu tng dung doc roi ghi lai trong cling mdt giao dich, hodc st dung khéa tudng
minh (SELECT ... FOR UPDATE) [1].

3.2.3 Ba cach trién khai mitc serializable

Nhu da trinh bay & Muc 2.4.3, chi c6 miic serializable mdi ngin chin dudc day
du céc di thudng, trong d6 cé write skew. Ba céch trién khai dudc trinh bay chi tiét
dudi day [1]:

a) Thuc thi tuan tu thuc su (actual serial execution). Cac giao dich dudc thuc thi
1an luot trén mot 16i CPU duy nhét (hodc mbi shard mot 16i). Diéu kién tién quyét
d€ trién khai hiéu qua: mdi giao dich phai thuc thi rit nhanh (thudng thong qua
stored procedures d€ tranh vong khif hoi qua mang trong liic giti tai nguyén), thong
lugng phai di thap d€ xu ly trén mot 16i hodc phai duge phan ménh, va toan bo di
liéu phdi ndm trong b nhd. Cac hé thdng tidu bi€u gom VoltDB va H-Store. Uu
di€ém 16n nhit 12 su don gidn: khong con bai todn xung dot khéa; nhudc diém 1a

kha nang md rong bi chan bdi giGi han mét 161 (hoac mot shard) [1].

b) Two-phase locking (2PL). Céch trién khai serializability kinh dién trong
nhiéu thap ky. D& ghi mot dbi tuong, giao dich phai c6 shared lock khi doc va
exclusive lock khi ghi; cdc khoa dudc giit t6i khi giao dich két thic. Vi hai giao
dich khong thé dong thdi gilt cac khda xung dot, thd ty thuc thi cia ching tuong
duong v6i mot thi tu tuan tg nao d6. Nhuoc diém: chi phi khéa cao dudi tai 16n, va
hién tuong deadlock doi hdi co ché phat hién va hiy bo giao dich [1].

c) Serializable snapshot isolation (SSI). Thuit todn tuong d6i méi (Cahill va
Fekete, 2008), dugc trién khai trong PostgreSQL, CockroachDB va FoundationDB.
SSI tiép can theo huéng t6i wu (optimistic): giao dich thuc thi khong bi chin nhu
trong snapshot isolation; tuy nhién khi chuan bi commit, hé thong kiém tra xem
thuc thi c6 thuc su serializable hay khong, va néu khong thi hily bd mot trong cac
giao dich lién quan. SSI phat hién write skew biang cach theo ddi cac "tién dé"
(premises) ma giao dich da duya vao va cac truy cdp c6 kha nang tao ra vong phu

thudc (dependency cycle) [1].
Nghién ctiu tinh huéng 9 — CockroachDB sit dung SSI [1]. CockroachDB, mot

cd s6 dit liéu SQL phén tan vé mat dia ly, trién khai muc co 1ap serializable bing

SSI két hop v6i Raft cho cd ché sao chép. Hé thdng cung cip mic cd 1ap manh

39



CHUONG 3. CAC GIAI PHAP TRONG HE THONG PHAN TAN

nhat trén mot co sé dif liéu vita phan manh vira nhan ban trén nhiéu khu vuc dia ly,
ddi 1ai phai hity bd mot phan nhé céc giao dich khi phat hién xung dot.
3.2.4 Tong két viéc lwa chon mifc ¢6 lap
Bang 8-1 ctia DDIA (xem Muc 2.4.2) 12 bang tham chiéu ngan gon nhit dé€ lua
chon muc ¢o 1ap [1]:
* Néu ting dung khong chip nhan bat ky di thudng nao, st dung mic serializ-
able.

* Néu chi can tranh dirty read va doc snapshot nhit quan, snapshot isolation 12
diém can bang dudc st dung phd bién nhit.

* Read committed 12 mifc tdi thi€u ma moi hé thdng nén cung cip.

3.3 Giao dich phan tan va NewSQL
3.3.1 Pham vi ap dung giao dich phan tan
Nhu da phan tich  Muc 2.4.4, giao dich 2PC vudt qua ranh gidi clia nhiéu cong
nghé luu trit khac nhau (XA transactions) 12 mot lua chon c6 van dé: rat nhay cam
v6i su cb cla coordinator, c6 thé bi treo khong xdc dinh khi coordinator sip, va
tuong tac kém véi cac co ché kiém soat dong thdi. DDIA dua ra hai nhan dinh quan
trong [1]:

« Khi cdc niit tham gia déu chay ciing mot phan mém co s dif liéu, giao dich
phan tdn ndi bo c6 thé hoat dong tdt, vi du giao dich trai qua nhiéu shard cia
cung mot cd sG du liéu.

« Khi giao dich vugt qua ranh gidi gitia cac cong nghé luu trit khac nhau (co sé
di liéu va message broker, hoac hai loai ¢6 sé dit liéu khac nhau), 2PC khong
con 1a lua chon phu hop; giai phdp thay thé 13 st dung idempotence dé dat
exactly-once semantics ma khong can atomic commit xuyén cdng nghé [1].

Y tudng ctia idempotence dudc trién khai nhu sau [1]:

 Mdi message dudc gan mot message ID duy nhat.
« Khi xt ly message, ting dung ghi message ID cung véi dit liéu két qua trong
mot transaction ndi bo cua co sé dit liéu.
« Khi nhin message, ing dung kiém tra ID da ton tai trong co s& dif liéu hay
chua; néu da ton tai thi bd qua.
B&i vi viéc ghi message ID va dif liéu nam trong cting mot transaction ndi bo,
atomicity dudc bao ddm ma khong can phdi hop véi broker. Qua trinh xit Iy mes-

sage tr§ thanh idempotent: viéc thuc hién lai (retry) la an toan, khong gdy trung lap
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tac dung phu. Kafka Streams 4p dung céach tiép can tuong tu dé dat exactly-once
semantics [1]. Chi tiét trién khai qua outbox pattern dudgc trinh bay & Muc 3.8

3.3.2 Spanner va TrueTime: nhit quan manh trén quy mé toan cau

Nghién ctiu tinh hudng 10 — Google Cloud Spanner [1], [2]. Google Cloud Span-
ner 1a co s& dit liéu phan tan toan ciu vdi tham vong mang giao dich serializable
t6i quy mo toan cau véi do tré chip nhan dudc. Chia khéa k§ thuit nam & hé thong
TrueTime [1], [2]:

« Spanner st dung dong hd nguyén ti (atomic clocks) va GPS trong mdi trung
tam dit liéu, két hop d€ udc lugng thdi gian thuc vé6i sai sd da biét (trong
khoang vai chuc mili-gidy). TrueTime khong trad vé mot moc thdi gian diém,
ma tra vé mot khoang [earliest, latest] ma thdi diém thuc chac chan nam trong
do.

« Nho biét dugc sai s6 ctia dong hd, Spanner thuc hién commit wait: chd cho
khoang khong chic chan troi qua trudc khi commit, nh d6 bao dam thi tu
commit khép véi thaoi gian thuc, cho phép xdy dung external consistency (lin-
earizability ap dung cho giao dich).

* Co ché sao chép dua trén Paxos chay gilia cic replica trong cing mot zone;

giao dich xuyén shard va xuyén zone dudgc xit 1y bang 2PC.

Co ché TrueTime tra vé mot khoang thdi gian chifa thdi diém thuc dugc minh
hoa trong Hinh 3.2.

uncertainty interval

o —N TN

System A >
5

System B >

N—_—n——

uncertainty interval

Hinh 3.2: TrueTime tra vé khoang [earliest, latest] chita thdi diém thuc

Soi chiéu qua md hinh PACELC, Spanner thudc nhém PC/EC, uu tién nhét quan

41



CHUONG 3. CAC GIAI PHAP TRONG HE THONG PHAN TAN

trong ca hai tinh hubng, tra gia bang do tré va doi khi tir chdi phuc vu trong cac
tinh huéng hiém [2]. V& mit k§ thuat Spanner 12 mot hé thong CP, nhung vi miic
san sang thuc t& dat t6i nim sb chin, d6i v6i ngudi diung né hoat dong nhu mot hé
thong CA. Phan thiét hai do partition gay ra nhd hon nhiéu so véi tdng cic nguyén
nhan su ¢ khac. Khi xdc suat xay ra mot nhanh 16i di nhd, su danh d6i vé mit 1y
thuyét van ton tai nguyén ven, nhung khong con chi phdi trai nghiém thuc té cia
ngudi dung [2].

3.3.3 FoundationDB: kién triic tach roi va kiém chitng biing mé phéng
xac dinh

Nghién ctu tinh huéng 11 — FoundationDB [1]. FoundationDB (dudc Apple

mua lai, sau d6 mé ma ngudn trd lai vio nim 2018) 12 mot kho luu trit key-value
phan tdn ndi tiéng v6i giao dich ACID trén quy mo toan cau, xay dung theo kién
tric tach roi (unbundled): tang xt ly giao dich, tAng luu trit (storage servers) va
tang phdi hop hoat dong nhu cac thanh phan doc 1ap. Hai diém k¥ thuat ddng chi
y [11:

* Deterministic simulation testing (DST): toan bo hé thdng dudc chay trong mot
trinh mo phéng kiém sodt dudc thdi gian, mang va dong ho, sao cho moi 16i
phat hién dugc déu c6 thé tai tao (reproduce). Pay 1a Iy do FoundationDB
dugc danh gia 12 mot trong nhiing hé thdng c6 do tin ciy thiét ké cao nhit
(phan tich chi tiét  Muc 3.7).

» FoundationDB st dung SSI cho serializability, Raft cho cd ché phdi hop, va
cho phép xay dung cac 16p (layer) du li€u khac nhau phia trén, tuc "luu trt du
liéu mot cach giao dich" d€ phuc vu nhiéu md hinh dit liéu.

3.4 Replication: ba ho thuit toan va cach xi ly xung dot
3.4.1 Single-leader: cac bién thé dong bé va failover an toan

Nhu da trinh bay 6 Muc 2.5.1, single-leader replication 13 cAu hinh phd bién
nhat. Céc lua chon vé miic do dong bo clia viéc sao chép va cac yéu cau dé failover
an toan dudc phan tich chi tiét dudi day [1]:

Céc bién thé dong bo [1]:

* Sao chép ddng bd hoan toan (all synchronous): khong thuc té trong thuc hanh,
vi mot niit gip su ¢d sé khién toan bo hé thong ngling nhan phép ghi.

« Semisynchronous replication: mot follower dugc cAu hinh dong bo, céc fol-
lower con lai bat dong bo; khi follower dong bod gip su c6, mot follower bt
dong bd dudc nang 1én 1am follower dong bd. Ciu hinh nay bao ddm dif liéu

nam trén it nhét hai nit (leader va mot follower dong bo).
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* Quorum da s6: mot da sb céc replica (vi du ba trong niim) dudc cap nhat dong

bd, sO con lai bat dong bd.

* Sao chép hoan toan bat dong bd: leader tiép tuc nhan phép ghi du moi follower
déu tut lai; khi leader gip su c, cdc phép ghi chua kip sao chép bi mat du da

dudc xac nhan thanh cong cho client.
Yéu cau dé€ failover an toan [1]:

« Phat hién leader chét (bidng timeout hoic heartbeat) va bau leader méi mot
cach an toan; ddy chinh la bai todn consensus, dudc giai quyét bang cac thuat
toan nhu Raft (st dung trong CockroachDB, TiDB, etcd, RabbitMQ quorum
queues; Kafka st dung giao thic tuong tu).

« Tranh mét phép ghi: khi follower dudc thing cAp chua nhan dudc cac phép ghi
cudi ciing ctia leader cii, cac phép ghi d6 bi mit. Kafka gidm thiéu van dé bang
cach chi bau leader méi trong s6 céc follower da bat kip (caught-up replicas)

nhét, dong thdi chip nhan mot ctia s6 mét dif liéu nho khi hé thdng qu4 tai.

e Tranh split brain: sit dung fencing token (xem Muc 3.5) dé bdo dam chi mot

leader thuc su c6 quyén ghi dif liéu.
3.4.2 Multi-leader: phan tan dia Iy va giai quyét xung dét
Truong hop st dung multi-leader replication [1]:

« Phan tan vé mit dia ly (geo-distributed): mdi region c6 mot leader; phép ghi
dudgc xt ly ngay trong region rdi dudc sao chép bat dong bd sang céc region
khdc. Kién tric nay che giau do tré lién ving, chiu dudc su c¢d viing, va chiu
dung dudc chit lugng mang lién viing kém. Nhudc diém quan trong: tinh nhat
quan yéu hon nhiéu, khong thé bdo ddm céc rang budc nhu "tai khoan khong

am" hay "username khong trung" [1].

« Cong tic trong phong / soan thao cdng tac: nhiéu thiét bi, nhiéu vin phong,
c6 thoi diém ngoai tuyén (local-first software).

Céac phuong phap giai quyét xung dot [1]:

« LWW — last write wins: phuong phap don gian nhét, nhung can than trong.
Khai niém "ai ghi sau" phu thudc vao timestamp, ma timestamp khong dang
tin cay khi dong ho 1éch nhau (Muc 2.2.2); LWW "nghién" dit liéu xung dot
ma khong phat sinh bat ky thong bdo nao [2]. PE phan dinh thd ty mot cich
xéc dinh, nén gan kém mot unique ID vao timestamp. LWW chi nén dung khi

ting dung chip nhian méit di mot trong cac gid tri xung dot [1].

* Luu trif siblings va gidi quyét thii cong: hé thoéng luu toan bod céc gid tri ducc
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ghi dong thdi (siblings) va tra vé tit ca cho ting dung quyét dinh; day 1a cach
tiép can ctia CouchDB. Nhudc diém: API cia co sé dii liéu thay déi, va viée
yéu cau ngudi dung tu hgp nhit cdc gia tri xung dot tén cong stc [1].

« Gidi quyét tu dong, strong eventual consistency (SEC): hop nhat cac phép ghi
dong thdi vé mot trang thai hdi tu, doc 14p vdi thi tu cac phép ghi t6i noi. Hai
ho thuét toan chinh la CRDT va OT [1]:

CRDT (conflict-free replicated datatypes). Mdi phan tt di liéu c6 mot ID duy
nhét, bit bién; thao tac chén tham chiéu t6i ID ctia phan ti lién truéc; cac phép chén
dong thai tai cing mot vi tri dudc sip x&p mot cach xac dinh bing ID. Céc replica
hoi tu vé cling mot trang thai ma khong can chuyén déi thao tac (transform). CRDT
hd trg céac ki€u dit liéu: text (moi ky tv mang mot ID), tip hop (theo doi ca cac
thao tac x6a dusi dang tombstone d€ tranh 16i gié hang Amazon, xem Muc 2.5.4),
counter (cdng don ding cac 1an ting/giam), key-value map (két hop cac thuat toan
trén theo tung khoa) [1]. CRDT dudc su dung trong Redis Enterprise, Riak, Azure
Cosmos DB; cic thu vién dong bd JSON nhu Automerge va Yjs ciing dua trén ho
thuat toan nay [1].

OT (operational transformation). Hé thong ghi lai vi tri (index) cta thao tic
chén/x6a; khi 4p dung mot thao tdc 1én mot trang thdi da chifa cac thao tic dong
thoi khéc, vi tri dudc bién ddi (transform) dé€ bu trir. OT chii yéu dudc st dung cho
soan thao cong tac thoi gian thuc [1].

Nghién cifu tinh huéng 12 — Google Docs [1]. Google Docs st dung OT dé cho
phép nhiéu ngudi cung soan thio mot tai liéu trong thdi gian thuc: mbi thao tac
chén/x6a ky tu mang theo vi tri (index); mdy chd va cic client bién déi vi tri khi
g0p céc thao tdc dong thdi, nhd d6 moi ngudi tham gia quan sit dugc ciing mot két
qua hoi tu.

Mot gi6i han can ghi nhan cla giai quyét xung dot: khong thé bdo dam céc rang
budc toan ven nhu "danh sich khong qua 5 phan tG" khi nhiéu ngudi dong thdi
thém phan ti7, hé théng budc phai chdp nhan vuot gidi han. Tuy nhién, d6i véi cac
ting dung cong tac hoic hoat dong ngoai tuyén, gidi quyét xung dot 1a diéu tat yéu,
va viéc tu dong hda né thudng 12 lua chon tdt nhat [1].

3.4.3 Leaderless: quorum reads/writes

Leaderless replication (client ghi va doc truc tiép t6i nhiéu niit) mang tinh than
cua bai bao Dynamo (2007) cua Amazon, dugc hién thuc héa trong DynamoDB,
Cassandra, Riak, Voldemort [1], [2].

Co ché quorum [1]: véi n replica, mot phép ghi phai thanh cong trén w nut va
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mot phép doc phai doc tif r nit; néu w + r > n, thi bat ky phép doc quorum nao
ciing gip it nhat mot nit c6 dif liéu méi nhit, nhd dé bdo ddm phép doc quan sat
dudc phép ghi da dugc xac nhan (néu doc sau ghi). Cau hinh phd bién lan =3, w

=2,r=2 (tdc w = r = da sb). Tuy nhién co ché quorum c6 cac gidi han sau [1]:

* Néu st dung sloppy quorum (quorum 1dng, phép ghi dudc gti t6i cac niit khac
khi quorum chinh khong du niit) két hgp véi hint handoff, bdo ddm nhét quan

bi giam xuong.

* Quorum khong ngdn chdn dugc write skew va cac rang budc lién quan téi

nhiéu dbi tuong.

« Khi hai phép ghi dong thdi cing mot khoa, can version vector d€ phat hién va
hop nhat; LWW 1a lya chon don gian nhung gy mat di liéu.

Diéu kién w + r > n bao ddm phép doc quorum gip it nhat mot nit c6 dit lidu
méi nhat, dudc minh hoa trong Hinh 3.3.

Writeg

w=3 [ "\"7° A e

successful ; }
=0 DbBocr
‘ 1
Replica 4 Replica 5 r=3

| |
: Replica 1 Replica2 | Replica3
|

. . successful
e . _)\.____!reads

R Read

Hinh 3.3: Doc quorum gip it nhit mot nit ¢6 dit liéu méi nhéat khiw + 17 > n

n =5 replicas

Nghién ctiu tinh hudng 13 — Cassandra [2]. Cassandra (ké thita y tudng Dynamo)
st dung kién tric leaderless véi quorum céu hinh dudc. Soi chiéu qua PACELC,
Cassandra thuoc nhém PA/EL, uu tién tinh sin sang va do tré. Hé thong ndi tiéng
v6i viéc van hanh trén quy mo 16n (dudc st dung trong cac hé thong clia LinkedIn

va Apple) va kha ning chiu dung phin chia mang rat tot.
3.5 Consensus va cac dich vu diéu phoi
3.5.1 Consensus tuwong duong véi total order broadcast

Nhu d3 trinh bay & Muc 2.4.5, cdc thuit toan consensus (Paxos, Raft) vé ban
chat tuong duong vdi total order broadcast (phat séng tong thi tw): moi nit nhin
dudc cing mot chudi thong diép theo cung mot thi ty. T tinh chét nay c6 thé xay

dung nén cac thanh phan sau [1]:
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* M4y trang thai nhan ban (replicated state machine): moi replica ap dung cung

mot log theo cung mot thu tu va dat cung mot trang thai.
* Bau leader an toan: chi mét niit dudc bau, khong xdy ra split brain.

e Luu trit tuyén tinh héa (linearizable storage): cic thao tic so sanh-va-gan

(compare-and-set) vé6i tinh chit linearizability.
« Cac dich vu diéu phdi (coordination service): nhu ZooKeeper va etcd.

Raft dugc st dung trong CockroachDB, TiDB, etcd, RabbitMQ quorum queues,
YugabyteDB; Kafka st dung giao thic tuong tu [1].

3.5.2 Cac dich vu diéu phdi: ZooKeeper, eted va Consul

Céc dich vu diéu phdi dudc mo hinh héa theo Google Chubby lock service. Bé
ngoai ching gidng mot kho luu trit key-value, nhung khong dudc thiét ké cho khoi
luong ghi cao hay Ivu trit dit liéu muc dich chung; muc dich cia chiing 12 diéu phbi
gifta cdc nit ctia mot hé théng phan tan khac. Vi du: Kubernetes dua trén etcd;
Spark va Flink (ché do high availability) dua trén ZooKeeper [1]. Cac tinh ning
chinh [1]:

» Khéa va lease: trién khai bang thao tic CAS (compare-and-set) nguyén ti chiu

16i; khi nhiéu nut ciing tranh mot lease, chi mot nit gianh dugc.

* Fencing token: mdi muc log dugc gan mot ID ting don diéu (zxid va cver-
sion trong ZooKeeper, revision number trong etcd), dudc st dung lam fencing
token khi tai nguyén dugc bao vé bdi lease.

« Phat hién 16i: client duy tri mdt session dai han va giii heartbeat; néu khong
nhin dugc heartbeat vudt qua lease timeout, dich vu diéu phdi coi client da
chét va gidi phong lease (ZooKeeper goi 1a ephemeral nodes).

e Thong béo thay ddi: client ding ky nhan thong bdo khi mot khéa thay ddi, nho
do tiét kiém chi phi polling lién tuc.

Céc truong hop st dung phd bién [1]:

* Quan ly cu hinh: luu ciu hinh dang key-value va ding ky nhan thong bédo
thay doi.

« Phan bd cong viéc: bau leader cho céic co s& dit liéu single-leader hoic job
scheduler; quyét dinh shard no nam trén niit nao; khi niit vao/ra khoi hé théng,

thuc hién rebalance. Céc thao tic nay dudc thuc hién bang atomic operations

két hop ephemeral nodes va notifications.

« Service discovery: tim dia chi IP dé két ndi t6i mot dich vu. Trong trudng
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hop ndy, service discovery thudng khong can consensus/linearizability; yéu td
quan trong hon 12 téc do va tinh sin sang cao, do d6 nén st dung bd nhé dém

(vi du DNS) thay vi goi consensus cho mbi 1an tra ctu [1].

Mot uu diém kién triic quan trong: dich vu diéu phbi chay trén mot tip nit cb
dinh nhd (thudng ba hodc nim niit), bat ké hé théng phan tdn phia trén c6 hang
nghin nut hay khong. Chay consensus trén hang nghin nut la cuc ky kém hiéu qua;
viéc giao viéc thuc hién consensus cho mot nhom nho niit chuyén biét 1a mot mau
thiét ké chuan [1].

3.5.3 Lease va fencing token

Tré lai van dé dudc néu & Muc 2.2.5: mot niit gitt lock nhung bi GC ding 30
gidy, lease hét han, mit khac gianh dudc lock; nit cii tinh diy va tudng rang minh
van dang gitt lock. Giai phap chuén 1a fencing token: mdi 1an lock dugc trao, hé
théng cip mot s6 nguyén ting dan. Nit giii lock phai dinh kém token trong moi
yéu cau ghi; mdy chii tai nguyén luu giif token 16n nhét da nhan dudc va tii chbi
cdc yéu cau c6 token nhd hon. Nhd d6, du niit cii ¢6 tinh day va tiép tuc ghi, token
clia n6 da cii nén bi tit chdi [1]. Su két hop giita lease (gidi han thoi gian gift lock)
va fencing token (gi6i han quyén ghi theo token) 1a phong thi chuin chéng lai hién

tugng ding tién trinh (process pause).
3.6 Phan manh va dinh tuyén
3.6.1 Lua chon khoa phan manh va tranh hot spot

Nhu di trinh bay 6 Muc 2.5.6, c¢6 hai ciach phan manh co ban. Céac bién thé va
van dé lién quan dugc phan tich chi tiét nhu sau [1]:

 Key range sharding (phan manh theo dai khoa): chia dai khoa thanh cac khoang
lién tuc. Truy van theo dai (range scan) hiéu qua, nhung dé tao hot shard khi
khéa 1a timestamp, vi moi phép ghi d6 don vé mdt shard. Khic phuc: thém
tién td (vi du sensor ID) vao trudc timestamp dé€ phan tan phép ghi; ddnh déi
bing viéc mat kha ning truy van dai gop [1].

« Hash sharding (phan manh theo bim khoa): bim khéa d€ phan phdi déu di
liéu. Hai bién thé chinh [1]:

— S6 luong shard cb dinh (fixed number of shards): tao nhiéu shard hon s6
nit ngay tif dau (vi du 1.000 shard trén 10 nit), mdi nit git nhiéu shard;
khi thém nut chi can di chuyén nguyén ca shard. Pudc st dung trong
Citus, Riak, Elasticsearch, Couchbase. Han ché: khong thé ¢ nhiéu nut

hon s6 shard, va viéc thay d6i s6 shard doi hoi resharding ton kém.

— Bim theo dai gid tri hash (hash range): moi shard gitt mot dai gia tri hash;
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shard c6 thé tach/ghép linh hoat theo khéi luong dit liéu. Cassandra va
ScyllaDB chia khong gian gi4 tri hash thanh nhiéu dai véi ranh gidi ngiu
nhién (Cassandra mic dinh 16 dai méi nut, ScyllaDB 256 dai mdi niit);
mdi nit gitt nhiéu dai d€ bu trir su chénh 1éch kich thuée gitta cac dai, va
khi thém nit, mot phan dai dudc chuyén sang nit méi [1].

« Consistent hashing: bim anh xa khoa t6i shard véi hai tinh chit mong mudn:
(1) s6 khéa mbi shard gan nhu déu nhau, (2) khi s6 shard thay déi, cang it
khoéa phai di chuyén cang t6t. Thuat ngit can dudc 1am rd: chit "consistent”
trong consistent hashing khong lién quan t6i replica consistency hay ACID
consistency; n6 chi mo t xu hudng cic khoéa " yén" tai shard cii khi s6 shard
thay d6i [1]. C4c thuat toan thay thé gdm rendezvous hashing (highest random

weight) va jump consistent hashing [1].

Van dé skew va hot spot [1]: di bim phan phdi déu cac khoa, tai thuc té c6 thé
van léch. Mot khéa duy nhat "néng" (hot key), vi du bai ding ctia mot ngudi ndi
tiéng v6i hang triéu ngudi theo doi, c6 thé gdy mot con bao doc/ghi vio mot shard.
Giai phap 6 tang tng dung: thém mot vai ky tu ngiu nhién vao khéa dé phan tan
phép ghi ra nhiéu shard, nhung phép doc phai truy van va gdp két qua tir tat ca cac
khoéa da tach; ky thuat nay chi cé y nghia v6i mot s6 it khéa néng va doi hdi co ché
theo doi khéa nao dang dudc tach. Mot s6 dich vu ddm may xi ly tu dong van dé
nay (Amazon goi la heat management / adaptive capacity) [1].

3.6.2 Rebalancing: su nguy hiém caa tu dong hoa

Viéc di chuyén shard giita cac niit (rebalancing) két hop véi phat hién 15i tu dong
c6 thé gy cascading failure (phan tich & Muc 2.5.6). Cic can nhac thuc té [1]:

* Tu dong hoa: tién 10i va tu md rong (DynamoDB tu thém/bét shard theo tai
trong vai phut), nhung kho du doan; thao tac tach shard (shard-splitting) ti€u
ton tai nguyén va c6 thé khong theo kip tdc do phép ghi khi hé théng gan qua
tai [1].

» Thud cong hodc gilt con ngudi trong vong 1dp (human in the loop): cham hon
nhung tranh dugc cdc "bAt ngd van hanh"; hitu ich cho viéc rebalance chii
dong trude cac su kién da biét (Cyber Monday, World Cup) [1].

« Phuong 4n trung gian: Couchbase va Riak dé xuit ty dong héa nhung yéu cu
quan tri vién phé duyét truéc khi thuc hién [1].

3.6.3 Dinh tuyén request va dich vu diéu phdi

Ba cich tiép can dinh tuyén request [1]:

1. Client gtii request ti nit bat ky; niit khong chia dit liéu sé chuyén tiép request
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tGi nut ding.
2. Mot tang dinh tuyén (routing tier) dong vai tro load balancer nhan biét shard,

nhu mongos cia MongoDB.
3. Client thong minh (smart client) tu biét 4nh xa shard—niit va két nbi truc tiép.

V6i céc cach 2 va 3, phdi trd 10i hai cau hdi: ai quyét dinh shard nao nim trén nut
nao, va thanh phan dinh tuyén hoc cac thay d6i nhu thé nao. Gidi phap chuin: mot
dich vu diéu phdi (ZooKeeper, etcd) sit dung consensus dé Iuvu dnh xa shard—nuit,
bdo dam khong xdy ra split brain; ting dinh tuyén ding ky nhin thong bdo thay
doi (HBase, SolrCloud dung ZooKeeper; Kubernetes dung etcd; MongoDB dung
config server va mongos; Kafka, YugabyteDB, TiDB, ScyllaDB dung Raft ndi bo).
Riak dung giao thiic gossip, yéu hon va cé thé gay split brain, nhung dugc chip
nhan vi leaderless database von da c6 cac bdo ddm nhat quan yéu [1]. Mot van dé
can xu ly thém: trong thdi gian mot shard dudce chuyén tir nit nay sang nit khac,
cac request dang thuc thi (in flight) huéng t6i nt cii phai dugc xi Iy mot cach nhat

quan.
3.6.4 Secondary index trén co sé dit liéu phan manh

Chi muc phu (secondary index) khong anh xa gon gang vao cac shard. Hai

huéng tiép can [1]:

e Chi muc cuc bd (local / document-partitioned index): mdi shard xay dung chi
muc trén phan dii liéu ciia minh. Phép ghi nhanh vi chi tdc dong t6i shard chiia
ban ghi; nhung phép doc theo chi muc phu phai truy van moi shard rdi gdp
két qua (scatter/gather), ton kém, dé gay khuéch dai do tré dudi, va viéc thém
shard khong 1am ting thong ludng truy van. Pudc st dung trong MongoDB,
Riak, Cassandra, Elasticsearch, SolrCloud, VoltDB [1].

* Chi muc toan cuc (global / term-partitioned index): chi muc dugc phan manh
theo gia tri clia tif khda, mbi shard chi muc phtt mot phan cac tir khéa va chita
cac ban ghi ti moi shard. Phép doc gon gang hon vi mdt shard chia tir khéa
can tim; nhung phép ghi chAm vi mot phép ghi c6 thé phai cip nhat chi muc
trén nhiéu shard, va thudng dudc thuc hién bat dong bo [1].

3.7 Kiém chitng do tin cdy: fault injection, Jepsen va deterministic simula-
tion
3.7.1 Su cén thiét ciia kiém ching chi dong
Céc 16i trong hé théng phan tan thuong nam 4n (latent): diéu kién gay 16i hiém
gip (mang bi phan chia 43 gidy nhu su c6 GitHub, gidy nhuin nim 2012, GC
pause kéo dai) khién kiém tht thong thuong khong cham tdi dugc. DDIA liét ké
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cac nguyén nhan 15i phan mém mang tinh hé thdng (systematic software faults):

mot bug khién moi nit sip cung lic trong mot hoan canh cu thé (gidy nhuan 2012

lam treo cdc ung dung Java; mot firmware khién toan bd 6 SSD ctia mot dong san

phdm héng sau ding 32.768 git hoat dong), tién trinh mat kiém sodt chiém dung

tai nguyén chung, dich vu phu thudc cham lai, hanh vi ndi Ién (emergent) tif su

tuong tdc cia nhiéu hé thdng, va cic su ¢b lan truyén (cascading failures) [1].
3.7.2 Fault injection va Jepsen

Jepsen (ctia Kyle Kingsbury) 1a cong cu tiém 15i vao mdt hé co sé dit liéu dang
chay, tao phan chia mang, diing nut, 1am 1éch dong ho, lam sap nit, roi kiém tra
xem cic bdo ddm nhit quan ctia hé théng c6 bi vi pham hay khong. Nhiéu hé thng
ndi tiéng tling bi Jepsen phat hién cdc 15i nghiém trong; ngay ca MySQL 8.0.34
cling tling bi phat hién vi pham tinh c6 14p vao nam 2023 [1]. Gi4 tri cbt 16i cia
Jepsen: bién mot cau khang dinh bang 15i vé bio dam nhit quan thanh mot thir
nghiém c6 thé lip lai, thay vi chi tin vao tai liéu, nha phat trién kiém chiing bing
thi nghiém c6 thé chay lai dudc.

3.7.3 Deterministic simulation testing (DST)

DST hién dugc coi 1a k§ thuét kiém chitng manh nhat: toan bo hé thong dudc
chay trong mot trinh md phong kiém soat dugc, do tré v mit mat cda mang, su
1éch va nhay clia dong ho, lich trinh diing tién trinh déu dudc diéu khién sao cho
mdi 1an chay 12 xdc dinh (deterministic). Hé qua: moi 16i bat giip déu tai tao dudc,
diéu gan nhu khong thé trong hé thdng phan tan thuc. FoundationDB xay dung va
ki€m chiing toan bd co s dit liéu clia minh theo phuong phap nay; TigerBeetle (hé
thdng ngan hang dang phin mém) ciing 4p dung tuong tu [1]. DDIA xép DST cling
v6i phuong phap hinh thiic (formal methods, gdm TLA+ va model checking) vao
nhom cic cach kiém chiing tinh ding din cta hé thdng phan tan hién dai [1].

3.7.4 Chaos engineering trong van hanh

Trong van hanh production, chaos engineering chii dong tiém 18i vao hé thong
dang chay (Netflix Chaos Monkey va cac cong cu cling ho) d€ rén luyén kha ning
tu phuc hdi ctia hé thdng va ctia doi van hanh. Khéc véi DST, vén tap trung ki€ém
chiing tinh diing dén trudc khi phat hanh, chaos engineering huéng t6i hanh vi ctia
hé théng dang chay duéi tac dong clia su cd, gidp phat hién cac diém yéu van hanh
chit khong chi 16 thuat todn.
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3.8 CDC, outbox pattern va event sourcing
3.8.1 Bai toan giit nhiéu hé luu trir dong bd
Nhu da néu 6 Muc 2.5.7, dual writes (ghi tudng minh vao tiing hé thdng) gip
hai van dé: race condition ddo thi tu va trudng hop mot phép ghi thanh cong trong
khi phép ghi kia thit bai. Loi giai nén tang: bién mot hé théng thanh "leader" va
cac hé thdng con lai thanh "follower", tiic st dung change data capture (CDC) [1].

3.8.2 Change data capture (CDC)

CDC la qua trinh quan sit moi thay doi dit liéu dugc ghi vao mot co sd dit liéu
va trich xuét ching dudi dang c6 thé sao chép sang cdc hé thong khéc, 1y tudng
nhét 1a thanh mot stream ngay khi phép ghi xay ra [1]. Y tudng cbt 16i: st dung
chinh replication log clia co s& dif liéu 1am nguodn sy that vé thi tu. Co sé dif liéu
quyét dinh thi tu thuc thi cac phép ghi va ghi vao log theo diing thi tu do; search
index, data warehouse 1a cac consumer ctia stream, ap dung cdc thay doi theo diing
th tu. Diéu nay gidi quyét race condition ctia dual writes (Muc 2.5.7): khong con
hai "leader" tranh gianh thi tu, chi con mot thi tu duy nhit do co s& dit liéu quyét
dinh [1].

Trién khai CDC [1]:

* St dung logical replication log (log mic dong); cach nay gdp céc thach thiic

vé schema changes va cach mé hinh hoéa cac phép cap nhat.

* Nghién ctiu tinh huéng 14 — Debezium [1]: Debezium (mi nguén md) cung
cﬁp cac source connector cho MySQL, PostgreSQL, Oracle, SQL Server, Db2,
Cassandra...: gan vao replication log ctia cd s& dif liéu ngudn va phat cac
thay ddi theo mot event schema chuén, sau d6 chuyén xudng cic hé théng
dich. Kafka Connect ciing cung cip cdc CDC connector; Maxwell 1am tuong
tu cho MySQL (phén tich binlog), GoldenGate cho Oracle, pgcapture cho
PostgreSQL [1].

« Initial snapshot: khi cAn dung mot chi muc méi (vi du full-text index), chi phat
lai log tir dAu 13 khong di vi log bi cat ngan (truncate); phai bit dau tir mot
consistent snapshot roi 4p dung phan log con thiéu (backlog), tuong tu quy
trinh thiét 14p follower m&i [1].

Céc van dé cua CDC [1]:

 CDC stt dung schema ctia co s& dit liéu nguon, do d6 bién schema d6 thanh
public API. Viéc x6a mot cot ¢ thé 1am hong cdc consumer phia sau va giy
su cb anh hudng t6i khach hang. Gii phap: st dung data contracts va outbox
pattern (dudi day).
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« CDC thudng bat dong bo: co s& dit liéu ngudn khong chd consumer, do dé

moi van dé cia replication lag (Muc 2.3) déu 4p dung [1].

3.8.3 Transactional outbox pattern
Outbox pattern: thay vi ghi su kién truc tiép ra hang dgi hoic stream (mot dang
dual write), ing dung ghi vao mdt bang outbox nam trong chinh co sé dit liéu cuing
v6i di liéu nghiép vu, trong cung mot transaction. Bang outbox cé schema riéng
(dudc phoi ra cho CDC) tach khoi schema ndi bd cua tng dung. CDC doc bang

outbox va phat su kién ra stream [1].

Uu diém: bé ngoai gidng dual write, nhung ca hai phép ghi nam trong cting mot
hé thong (co s6 dif liéu) va cling mot transaction, tranh dudc ca race condition 1an
van dé atomic commit ctia dual writes xuyén hé théng (Muc 2.5.7). C4c nha phat
trién dudc tu do thay doi schema ndi bd mién 1a gilt bang outbox on dinh. Dai lai:
phéi duy tri qud trinh chuyén ddi (transformation) giita schema ndi bd va schema
outbox, va khdi lugng dit liéu co s dit liéu phai ghi ting 1én [1].

Su két hgp gitta outbox pattern va CDC dugc biéu dién trong Hinh 3.4.

- System of record Derived data
g g SetX=A database systems
(v}

Change data capture
a SetX =B

Client 2

| . [x=A]x=B] .. | ¥ |
Log of data changes —> SearCh
index
Data
. warehouse
Log consumer applies changes

Hinh 3.4: Outbox pattern phdi hop v6i CDC dé phat su kién ra stream

3.8.4 Event sourcing va tinh bét bién
Event sourcing mo6 hinh héa su thay d6i trang thdi nhu mot log cac su kién bat
bién (immutable events), trong d6 mdi su kién dién ta y dinh cia mdt hanh dong
ngudi dung, khdng phai co ché cip nhit trang thai. Trang thdi hién tai dudc hiéu 1a
két qua clia viéc phat lai (replay) log theo thdi gian; change stream 12 két qua cia

viéc "liy dao ham" trang thdi theo thdi gian [1].
Phan biét véi CDC [1]:

* CDC: mdt su kién cap nhat thuong chia toan bd phi€n ban mdi cia ban ghi;
log compaction c6 thé loai b cdc su kién cii ciing khéa, vi ban méi nhat da

du d€ xéac dinh trang thai.
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« Event sourcing: cdc su kién & miic cao hon, khong ghi dé 1én nhau, nén can
toan bd lich st d€ dung lai trang thai; log compaction khong ap dung dudc.
Céc ting dung event sourcing thudng luu snapshot cia trang thdi hién tai dé
ting tdc phép doc va phuc hodi, nhung d6 chi 1a t6i uu hiéu ning; thiét ké van

cho phép Iuu moi su kién vinh vién va phat lai toan bo khi can [1].

Mbi quan hé gitta su kién bat bién, log va trang thai hién tai dudc minh hoa

trong Hinh 3.5.

Event log

conference_created
timestamp: 2025-10-28 14:53:20

num_seats: 3
booking_id: 4001

booking_payment_confirmed
timestamp: 2025-10-30 07:10:42
conf_id: 123

multiple
materialized
views from

the same
event log

Materialized view:
Customer booking confirmation

conf_id: 123 {

" . "booking_id": 40601,
name: Data-Intensive App Developers "conferg;ce_nane": 'Data-Intensive App ...",
registrations_opened "paid_amount": 1497.0,
timestamp: 2025-10-30 07:03:19 "paid_currency": "USD",
conf id: 123 "unassigned_seats": 1,

— "assigned_seats": [
seats_reserved {"badge_id": 501, "badge_name": "Aaliyah"},
timestamp: 2025-10-30 07:06:01 {"badge_id": 502, "badge_name": "Caleb"}
conf_id: 123 ]
customer_id: 331 C\arive }

Materialized view:
Conference organizer dashboard

customer_id: 331
paid_amount: 1497.00
paid_currency: USD

A Seats
booked Venue capacity

booking_canceled

timestamp: 2025-10-31 21:52:35
conf_id: 123

customer_id: 345

L Time
booking_id: 4003 ‘ 1
Registrations Conference
open begins

Hinh 3.5: Event sourcing: trang thai hién tai 1 két qua phat lai log su kién bét bién

Vé mit tu duy, trang thai bién ddi va log bat bién khong mau thuin v6i nhau;
chiing 14 hai mét cia mot dong xu. "Khong c6 nhu cau co ban nao d€ phai giit mot
co s dif liéu; log chtia moi thong tin; Iy do duy nhat d€ luu trii co sé dit liéu (trang
thdi cudi cta log) 13 hiéu ning truy xuat" (Jim Gray & Andreas Reuter, 1992) [1].
Gi6i han ctia tinh bat bién: mot s6 loai dit liéu bat budc phai x6a (quyen xda dif liéu
theo GDPR), dif liéu sai phai dudc sifa; event sourcing ing phé bing "su kién bu
tru" (compensating events) [1].

3.8.5 Unbundling databases: triét Iy tong thé

Nhin & tam toan canh, dong dit liéu xuyén subt mot td chiic trong nhu mot co
s& dit liéu khong 16 (meta-database of everything): méi tién trinh batch, stream hay
ETL chuyén dit liéu tir noi nay sang ndi khdc chinh 12 mot subsystem giit cho cac

chi muc va materialized view luén dudc cap nhat; cac derived data systems (search
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index, cache, data warehouse, dic trung may hoc) giéng nhu céc loai chi muc khac
nhau [1]. Hai huéng kién tric dugc DDIA trinh bay [1]:

* Federated databases (hop nhit phép doc): giao dién truy van hop nhéit trén
nhiéu hé thdng luu trit (PostgreSQL foreign data wrappers, Trino) gidi quyét
van dé doc dit liéu tif nhiéu ngudn, nhung khong giai quyét viéc dong bo phép
ghi.

« Unbundled databases (hdp nhét phép ghi): 1am cho viéc két nbi cac hé thdng
luu tri tré nén tin cay thong qua CDC va event log, d€ moi thay ddi di liéu
t6i moi ndi can dén, ngay cé khi c6 su cb. Pay 1a viéc tdch rdi ("unbundling")
chuc nang duy tri chi muc cua cd sé dit liéu thanh cac cong cu doc 1ap. Cach
dong bd phép ghi kha thi nhat: asynchronous event log véi idempotent writes,

thay cho distributed transactions xuyén hé thong luu trit [1].
3.9 Van hanh va giam sat
3.9.1 Giam tail latency
Céc ky thuat giam do tré dudi dugc DDIA va thuc hanh cong nghiép dé xuat
[1]:

« T6i vu héa cac percentile cao (p99, p999) thay vi gid tri trung binh: vi tail
latency quyét dinh trai nghiém ngudi dung va gay hién tuong khuéch dai do
tré dudi (Muc 2.6.1).

* Gtii cic request du phong (hedged requests): giii cing mot request t6i nhiéu
replica va sit dung két qua clia replica nhanh nhit, mét k§ thuat kinh dién cia
Google. Tuy nhién viéc nhin doi request 1am ting ti hé thdng, can dudc can
nhac ky [1].

« Kiém sodt tai (load shedding): khi qua tai, gidm tai c6 chi dich thay vi xi 1y
moi request t6i cling, nham tranh bao retry va su ¢b lan truyén.

3.9.2 Phong chéng cascading failure va retry storm

Céc bién phap cu thé [1]:

« Tranh cdc vong phan hoi: retry kém jitter va exponential backoff; gi6i han sd
lan retry.

o Thiét 1ap timeout hop ly cho ting 16p thanh phan, khong chi cho toan bd
request.

* Giam tai cht dong (load shedding, hang ddgi uu tién) dé hé théng "thd" khi qua
tai thay vi bop nghet chinh minh.

* Doc 1ap hoa cac thanh phan: kién tric cell-based gidi han dnh hudng clia mot
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su cb trong mot "cell", cac cell khac khong bi anh hudng [1].
3.9.3 Observability va blameless postmortem

* Distributed tracing: OpenTelemetry, Zipkin, Jaeger theo doi chudi goi client—server
va thoi gian ting chang (Muc 2.6.4) [1].

« SLO/SLA va percentile: do ludng ding céch; percentile phai dudc két hop
bang cach cong cac histogram, khong dudc cong hoic 14y trung binh cic per-

centile [1].

* Blameless postmortem: thay vi d& 16i cho c4 nhan, diéu tra hé thong k§y thuat—
x4 hoi. Cau két luan ki€u "Bob can cin than hon" khong hiéu qua, nhung dé
xuat kiéu "phai viét lai backend bang mot ngdn ngit khac" cling vo nghia. Bai

hoc phai dudc rit ra tir goc nhin cua ngudi van hanh hang ngay [1].

* Giam thiéu 18i con ngudi bang thiét ké: kiém thi (ca thd cong 14n property-
based), kha ning rollback nhanh, trién khai dan dan (gradual rollout), va giam

sat ro rang [1].
3.10 Téng két chwong 3

Chuong 3 da trinh bay céc giai phdp tuong tng véi tiing nhém van dé dudc phan
tich § Chuong 2:

1. Mb hinh nhat quan: mot ddi lién tuc tif eventual consistency t6i linearizability;
mtc nhit quan dudc Iva chon theo tiing thao tic nghiép vu, khong theo toan hé
thng (minh hoa bing Cosmos DB, S3, DynamoDB); session guarantee dudc
trién khai bang token thay cho sticky routing.

2. Giao dich: tu read committed qua snapshot isolation/MVCC t6i serializable
(thuc thi tuan tu, 2PL, SSI); CockroachDB minh hoa viéc trién khai SSI trong

mot ¢o sé dit liéu phan tan.

3. Giao dich phan tan & NewSQL: 2PC chi kha thi trong pham vi mdt cong nghé
luu trir; vudt qua ranh gidi cong nghé, st dung idempotence d€ dat exactly-
once; Spanner (TrueTime) va FoundationDB (DST, SSI) 1a hai dai dién tiéu
biéu.

4. Replication: single-leader (semisynchronous, quorum, failover an toan nho
consensus va fencing), multi-leader (phén tn dia ly, gidi quyét xung dot bing
CRDT/QOT), leaderless (quorum; Cassandra va DynamoDB).

5. Consensus & diéu phdi: Raft va total order broadcast; ZooKeeper/etcd/Consul
v6i lock, lease, fencing token, phat hién 16i, thong bdo thay déi; "outsource"

consensus cho mdt tdp nhé nit chuyén biét.
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6. Phian manh & dinh tuyén: key range so v6i hash; consistent hashing; rebalanc-
ing can than trong; dinh tuyén qua dich vu diéu phdi; secondary index cuc bd
so véi toan cuc.

7. Kiém chiing: fault injection, Jepsen, deterministic simulation testing, chaos
engineering.

8. Pdng bo da hé luu trit: CDC (Debezium), transactional outbox pattern, event

sourcing, va triét Iy unbundled databases.

9. Van hanh: gidm tail latency, phong chdng cascading failure, observability,

blameless postmortem.

Chuong tiép theo tdng két toan bd bdo cdo, néu cac bai hoc thiét ké va cac huéng

nghién cifu phat trién.
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4.1 Tong két cac van dé trong hé théng phan tan
B4o cdo da hé théng hoa cdc van dé trong hé thong phan tan thanh nim nhém:

1. Nén tang ly thuyét (CAP, PACELC). Mot hé théng phan tan luon phai danh
ddi: khi mang bi phan chia (partition), gitta consistency (nhat quan) va avail-
ability (san sang); khi mang binh thudng, gitta latency (d0 tré) va consistency.
Diéu quan trong nhit khong phai "chon 2 trong 3" ma 1a detect partition, xit Iy
trong lic do, va don dep sau d6; phan don dep thudng ton thdi gian nhit (su
c6 GitHub 21/10/2018: 43 gidy partition dan t6i 24 gid 11 phiit khoi phuc).

2. VAn dé moi trudng. Mang khong ddng tin cay (mAit g6i, tré bién thién, timeout
khong phan biét dudc "chét han/cham/dit"), ddng hd khong ding tin (time-
of-day clock c6 thé nhay, monotonic clock khong cé y nghia tuyét déi), va
tién trinh c6 thé bi diing dot ngdt trong thdi gian dai (GC, VM suspend). Hé
qua: khong bao gid chic chan vé trang thai that ctia nit khac; can quy tac da
s6, lease, fencing token, va Iua chon system model diing (md hinh partially

synchronous + crash-recovery 1a thuc té nhit).

3. VAn dé nhit quan. Sao chép bat dong bd giy replication lag, dan t6i ba di
thuong: doc khong thiy write ctia minh (read-your-writes), thay thdi gian quay
ngudc (monotonic reads), va thdy cau tra 15i trudc cau hoi (consistent prefix).
Céc bido dam nhit quan tao thanh mot dai tir eventual tdi linearizability; vi

pham nhét quan rt khé phat hién vi khdng giy exception.

4. Van dé giao dich va consensus. Cac miic co 1ap yéu dé lot dirty read, read
skew, lost update (vi du Flexcoin mat 600 BTC), write skew (vi du hai bac
s1 truc), phantom. Giao dich phén tan doi hdi atomic commit; 2PC c6 diém
yéu chi mang 1a giao dich in doubt treo vo han khi coordinator sip. Consensus

(Paxos, Raft) dit va tinh té, 12 nén tdng cla leader election an toan.

5. VAn dé thiét k& va van hanh. Sao chép c6 ba ho véi céc rii ro riéng; phan manh
gip skew/hot spot va rebalancing nguy hiém (c6 thé gy cascading failure);
dual writes gdy race condition va van dé atomic commit; van hanh dbi mit tail
latency amplification, cascading failure, retry storm, va 16i con ngudi (nguyén
nhan hang dau giy outage).

4.2 'Tong két cac giai phap
 Mb hinh nhit quan: Iva chon theo tiing thao tic nghiép vu. Néc session (read-

your-writes, monotonic reads...) 12 mic dinh hop ly cho nhiéu ting dung (Cos-
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mos DB mic dinh session); causal consistency 1a tran cta phe uu tién avail-
ability; bounded staleness va consistent prefix 12 cac diém can bang "cii nhung
co gidi han". Token thay cho sticky routing giup gitf guarantee bam vao dt li€u

thay vi duong mang.

Giao dich: snapshot isolation/MVCC 1a diém cin bang phd bién; serializable
dat dudc bing serial execution (don gian, gidi han md rong), 2PL (c§ dién,
cham) hodc SSI (optimistic, hién dai; CockroachDB, FoundationDB).

Giao dich phan tan: 2PC chi kha thi trong cung mot cong nghé luu tri; qua
bién gidi cong nghé, dung idempotence d€ c6 exactly-once semantics. Spanner
dung TrueTime (dong hd nguyén tif + GPS) dé€ c6 serializable & quy mo toan

cau; FoundationDB diing SSI + Raft + deterministic simulation testing.

Replication: single-leader 1a mac dinh cho cac rang buoc manh; multi-leader
cho dia ly phan tan va collaborative apps (CRDT/OT); leaderless + quorum

(w + r > n) cho kha nang chiu partition cao (Cassandra, DynamoDB).

Consensus & diéu phdi: dung coordination service (ZooKeeper, etcd) trén
mot tdp nho nut cb dinh, véi lock, lease, fencing token, failure detection va

notifications; tranh tu trién khai consensus tir dau.

DPong bd da hé luu trii: CDC (Debezium) + transactional outbox + event log
bat bién + idempotent writes 12 phuong an kha thi nhit, thay cho distributed
transactions xuyén cong nghé.

Ki€m ching do tin cdy: fault injection (Jepsen), deterministic simulation test-

ing (FoundationDB, TigerBeetle), chaos engineering, va formal methods.

Bai hoc thiét ké cho ky su

. Khong c6 "giai phap ding cho moi noi", chi c6 trade-off (Thomas Sowell, dan

trong DDIA). Truéc mdi quyét dinh (mic nhit quan, miic ¢d 1ap, ho sao chép),

hay héi: thao tdc nghiép vu nay can gi, va chip nhan tra gid gi?

. Chon mifc nhit quan/cd 14p theo tiing thao tic, khong theo ca hé théng. Phép

doc s6 du trudc 1énh riit tién va phép doc sb ludt thich mot bai ding khong

nén dung chung mot muc [3].

. Thiét ké cho su thét bai (design for failure). Gia dinh mang c6 thé dit, dong

hd c6 thé 1éch, tién trinh c6 thé pause. Ludn cé phuong 4n: quorum, lease +

fencing token, retry c6 jitter va exponential backoff, giam tai c6 chu dich.

. Timeout 13 con dao hai ludi. Qua ngan giy failover nham (GitHub); qua dai

cham phat hién su c¢d. Khong c¢6 con s6 diing cho moi hoan cinh; can do va
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diéu chinh theo thuc té.

. Pung tu trién khai consensus. Dung céc thuat toan da dugc ki€ém chitng (Raft)

hodc coordination service chuyén dung; "outsource" consensus cho mot tap

nhd nut.

. Khi dong bo nhiéu hé luu trit, dung event log + CDC + idempotence thay vi

dual writes hay distributed transactions xuyén cong nghé.

. Kiém chiing tinh diing dan 1a bat budc, khong phai tuy chon. Véi cac thuat

toan phan tan: formal methods + DST + fault injection; v6i hé thong dang

chay: chaos engineering + observability (tracing) + blameless postmortem.
Nghi vé phan don dep (recovery) ngay tif dau. Phan khé nhat cia mot sy cd
phan tdn khong phai la phat hién, ma la khoi phuc nhét quan sau d6. Hay

chuén bi trudc quy trinh reconcile cho cdc tinh huéng "hai nguodn su that".

4.4 Han ché ctia bao cdo va hudng phat trién

B4o cdo tap trung vao céc khia canh phi chic ning va ly thuyét nén ting, minh

hoa bing cic hé théng cong nghiép dudc mo ti trong tai liéu cong khai. Céc han

cheé:
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« Chua thuc nghiém trén hé théng phan tan cu thé; cac nhan dinh dua trén tai

liéu nghién ctiu va bao cdo su c¢o cong khai.

Mot s6 chi dé lién quan (chi tiét trién khai TCP/backpressure, thuit toan Paxos

chi tiét, vector clock, cac thuat toan CRDT cu thé) chi dudc dé cap & miic khai

niém.

« Hudng phat trién tiép theo: xay dung mot nguyén mau hé thdng phan tan nhd

(vi du key-value store v6i Raft/quorum) va ki€ém chiing cic bdo dam nhit quan
bing Jepsen; hoiic phan tich sau mot su ¢b thuc t& (GitHub, DynamoDB) theo
khung CAP/PACELC va cdc md hinh nhit quan.
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